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YK 342.345.54
I0. I1. IICOBCBHKA
Mixcpezionanvna Axademis ynpasiinns nepconaiom, m. Kuis

KOHLLEMLIA NPEBEHTUBHUX 3AXOAIB Y
CUCTEMI IHOOPMALLIMHOI BE3MNEKU YKPAIHMU:
AAMIHICTPATUBHO-NTPABOBUM ACMNEKT

Haykoegi npaui MAYT, 2017, eun. 52(1), c. 109-115

Posznadaiomvcst 0CHOBHI WAAXU T HANPSAMU Peaisa-
Uil KOHUENMyaivHux noaoxcets ingopmauitinoi besnexu
Oeparcasu 6 HAyKOBO 0OTPYHMOBAHI KOHUENUTl Npese-
MUBHUX 3ax00i6 Y cucmemi ingopmayiiinoi besnexiu.

Jlnst epexTuBHOTO 3a0€311eueHHs iH(MOPMaIliiiHoi 6e3lekn Ha piBHI 0coOu, Jep-
’KaBU Ta CYCIILIbCTBA KOKHII KpaiHi HEOOXiZHO PO3pOOUTH iZICOIOTIYHY OCHOBY
JUId 11bOTO. TakuM 4ynHOM, (POPMYETBHCS €/IMHE PO3YMIHHS OpraHi3allil AisJIbHOCTI
cy0’ekTiB 3abe3nederns iHopMaliiiHoi 6e3eKn, HOpMaTHUBHO-IIPABOBA OCHOBA,
sTKa BUBHAYAE CTIIEKTP IXHIX ITpaB Ta 000B'SI3KIB, a TAKOK CTBOPIOE €TNHY JIEP/KaBHY
HOJITHKY aMiHICTPaTHBHO-IIPABOBOTO 3abe3meueHHs iHGOopMaIiiiHoi Oe31eKu B
Ykpaini. Crucrema 3abesnedents inopmaiiitHoi 6e3rmekr Ma€ BKJIIOYATH KOMII-
JIEKC TTPEBEHTUBHUX 3aXO/11B 3 HA/IAHHA TaPAHTIN 3aXUCTY KUTTEBO BaKJIUBUX 1H-
TepeciB 0coOw, JepsKaBH, CYCIiIbCTBA, CBOEYACHOTO i aJIeKBaTHOTO pearyBaHHs Ha
BeCh CIEKTP iH(pOPMaIiiHNX O6E3IIeKOreHHNX YMHHKKIB 3 METO0 3aXMCTY Hallio-
HAJIbHUX IHTEPECiB Ta HAIIOHAJIbHOI OE3IIEKH.

[Muranus indopmaiiitHol Oe3MeKkr CTajo IPeAMETOM HAYKOBHMX AMCKYCIH y
MesKax pobiT TaKuX BUeHUX, sik I. ApictoBa, I. Bepesoscbka, B. Tosy6es, B. Typkos-
cokuii, O. /I3pob6anp, P. Kamoxauii, B. Konax, b. Kopmuy, B. Jlinkan, 0. Makcu-
MeHko, A. Mapymiak, B. Ilum6aimiok, O. I0xin, P. FOcynos ta in. OHak BUBYEHHIO
CHOTOJICHHOI KOHIIeMNIIii iHhopMaIiitHoi Oe3rekn YKpaiHu He MPUILJIsSIoCs yBaru
BITYU3HIHUMU AOCTiAHUKAMU. TOX MOKHA BUOKPEMUTHU TaKi KJIIOYOBI HAITPSIMM
KOHIIEIIIIii IIPeBEHTUBHUX 3aX0/iB y cucTeMi iHdopMalliiinoi 6e3mekn YKpainu.

IlepmmM HATTPSMOM KOHIIETIII1 ITPEBEHTUBHUX 3aXO/IiB Y cucteMi iHhopMarriii-
HOI Oe31eKn Mae ctaT (hOPMyBaHHS JepsKaBHOI MOMITHKHN iHGOpMaIliiiHoi Gesre-
KU 3 BIIMOBIITHUMHU opraHamu. [Ipu 11boMy MaloTh BpaXOBYyBaTH yCi peKOMeHallil
MiKHApOHUX IHCTUTYIII# Ta CTBOPIOBATHUCS HAJIe;KHA HOPMATHUBHO-IIPaBoBa 6asa.
Hapasi 10 Takol cucteMu HaIeXaTh:

* KoHcTuryiig Ykpainuy;

e 3akonu Ykpainu “IIpo ocHoBM HarioHabHOI Oe3nexku Ykpainu”, “ITpo iH-
dopwmartiro”, “IIpo OcHoOBHI 3acagyi poO3BUTKY iH(OPMAIIITHOTO CYCIiJbCTBA B
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Ykpaini va 2007-2015 poxu”, “IIpo Konnerniiito HarionanbHoi mporpamu iHdop-
marusaitii’, “IIpo Hamionanbny niporpamy ingopmatusaiiii’, “IIpo nep:xaBHy Ta-
emuuio”, “Ilpo 3axuct indopmaliliii B iHhopMalliiiHO-TeJIeKOMYHIKaI[iHHUX CUCTe-
max”, “IIpo BHeceHHs 3MiH 10 3akoHy Ykpainu “IIpo patudikarito KouBeHitii mpo
KibepanounuHicTs”, “IIpo moctyn mo mybmiuHoi iHdopmarii”, “IIpo Pamy Hamio-
HasIbHOI O6e31exu i o6oporu”, “ITpo 6opotsdy 3 Tepopusmom”, LuBinbpHMIT KOLEKC,
KpuminanbHuii kozgekce, Kojgekce Ykpainu 1po aJiMiHiCTpaTUBHI IPABOMOPYIIECHHS;

* VYxasu Ilpesunmenta Yxpainu “IIpo 3axoam mo0 BAOCKOHATEHHS (OpPMY-
BaHHH Ta peastizaiii ep:KaBHOI TOJMITUKK y cdepi iHbopMaIltiiiHoi Oe3nekn YKpa-
inn”, “IIpo 3axoaM MO0 BAOCKOHAJIEHHS AeP:KaBHOI iH(GOPMAIIHOI MOJITUKA
Ta 3a663nequHH indopmarriiinoi 6esnexn Yipaiau”, “IIpo 3axonu 00 3aXUCTY
indopmartiitnux pecypcis aep:kasu”, “IIpo MikBiomMuy Komiciio 3 TUTanb iHOP-
MalliiftHoI moJiThKy Ta indopmariiinoi 6esnexu mpu Pai HamioHanbHOI 6e31eKy i
060poHN YKpainn”;

* Ilocranosu Kabinery MinictpiB Ykpainu “IIpo satBepmxenns Ilopsiaky
B32a€EMO/Ii1 OPTaHiB BUKOHABYOI BJIAJIU 3 IUTAaHb 3aXUCTY Jlep;KaBHUX 1H(pOpMaIliii-
HUX pecypciB B iH(MOpMAIITHUX Ta TeJeKOMYHIKaIiiauX cucrtemax’, “Ilutanns
Anminicrpartii /lepskaBHOI ciry:KOH CIIENiaJbHOTO 3B’I3KY Ta 3aXKCTy iHpopMarrii”;

* Posnopsmkenns Kabinery MinictpiB Yipaiau “IIpo cxBanenns Konmernitii
PO3BUTKY €JIEKTPOHHOTO ypsaAyBaHHs y Ykpaini”, “Ilutanus BIPOBayKEHHS CHC-
TeMU eJIeKTPOHHOI B3aEMO/Iil OpraHiB BUKOHABYOI BIan .

JIpyrum HammpssMOM KOHIIETIIii TPEBEHTUBHUX 3aXO0/IiB y cucTeMi iH(opMalriii-
HOI Oe31eKr YKpalHu € yI0CKOHAIEeHHS aMiHiCTPaTUBHO-AEJIKTHOTO 3aKOHO/IaB-
crBa y cdepi indopmariiinoi 6esnexu Ykpaiau:

— BuokpemyeHHs B Meskax KYIATII okpemoro poszisy, 06’€KToM aaMiHIIpaBo-
HOPYIIeHb SKUX € indopmaliiina 6esmeka moarau (0coOu, TPOMA/ISTHIHA ), IePsKa-
BU Ta cycniuibeTBa. [Ii ac po3rysiy ckaay KOsKHOTO 3 ITPaBOIOpyIeHb y cdepi
iHdopmariitnoi 6esmexu, 1o mnepexdadeni KYiAIl, BUHUKAIOTD IIE€BHI TPY/IHOIII],
tomy 110 ynHHuil KYIAII He Mmae okpemoi ryiaBu, NpUCBSIYEHIN caMe TTPaBOIOpPY-
IeHHsM B iH(hopMalliitHiil cdepi, a MpaBoropyIIeHHs, SIKi MOKHA BiJIHECTH /IO iH-
(dbopmariiitHoi Gesnexu, po3TaioBati y pisaux riaaBax Ocobsmsoi yactuan KYmATT,

— Y 3aKOHOJIaBCTBI 3'SIBJISTIOTHCST HOPMH, SIKi 1Tepei6ayaioTh HaKIa[eHHST CTSIT-
HEeHb Ha IOPUAMYHUX 0Ci0, 30KpeMa, 3a IIpaBoIopyIIeHHs y cdepi iHhopMaliiiHo]
Oesrexku. 3a BUMHEHHS aMiHICTPaTUBHOIO HOPYIIeHH y cdepi iHhopMaliiiHoi
Oesnexu Ha (pisMUHKMX 0cib HaityacTine HakiagaeTbes mrpad. 1o 1boro BUay aj-
MiHICTPATUBHOI BiMOBIAAIbHOCTI TAKOK BapTO MPUTSATATH 1 IOPUANIHUX 0CIO —
HOPYIIHUKIB 3aKOHOAaBCTBA. BpaxoByioun BuKIazeHe, HEOOXiIHO HepesdadynT y
yraHOoMYy KYTAII posais, sskuii 61 MicTHB mepesiik MpoCTyIKiB B iHpopMaIiiiHii
cdepi, a Takox 3akpimuT y unHHOMY KYIAIT HOpMu, ski 6 mepeabavany agmini-
CTPaTUBHY BiITIOBIA/IbHICTD IOPUANYHHUX OCi0;

— TIOCWJIEHHST aJIMIHBIIIOBIIAJIBHOCTI 3a TMPABOMOPYIIEHHS iH(MOPMAIIHOTO
XapakTepy;

— pomnosHerHst KYIAII craTrero, 1o mepegdadae BiAMOBIAAIbHICTD 32 KypCh
HelpoJiHrBicTuyHOrO rnporpamyBanus (HJIIT), o 3aBaatoTh mkomy rneuxiiti Jiro-
JTUHU;
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— nonoBHeHHda KYnAII HopMolo, 110 3aKpiIlIIOE BiIIIOBIAIbHICTD 32 TOPY-
IIEHHST TPaBUJT 30MPaHHSI, PO3TOJIONIEHHST Ta BUKOPUCTAHHS KOMEPIITHOT TagM-
HUIIL;

— nonoBHUTHU Kojieke YKpaiHu 1po a/IMiHICTpaTUBHI ITPAaBOIOPYIIIEHHS BiIIIO-
BiZIaJIbHICTIO 32 HEBUKOHAHHS 3aKOHHKUX BIMOT TI0cazoBux ocio Coy:xOu 6e3mexn
Ykpainuy;

— y 3akoH Ykpainu “IIpo ocHOBM HallioHa/JbHOI Ge3reku YKpaiHu' BHECTH
3MIHM 10 BU3HAYEHHSI TepMiHa “HallioHasbHa Oe3reka”;

— crartio 7 3akoHy Ykpairu “IIpo ocHOBM HaiioHaIbHOI Oe3nekn YKpainu”
JOIMOBHUTH TIEPEIiKOM 00CTaBUH, 110 MOYKYTh BBasKATHUCS 3arPO30I0 HAI[lOHAIbHI
Oeasrerti;

— crarrio 8 3akony Ykpaiuu “IIpo ocHOBM HalioOHAIbHOI Oe3nekyu YKpainu”
JIOTIOBHUTH OCHOBHUMM HAIIPSAMaMHU JIeP;KaBHOI MMOJIITUKY 3 TUTaHb HAI[IOHAJIBHOT
6esrexn B iHopMarriituiit cepi.

TpeTiM HaTIPSIMOM KOHTIETTi TPEBEHTUBHUX 3aXO/IiB Y cUCcTeMi iHopMaIliitHol
Oe31eKN € CTBOPEHHSI CIIEI[iali30BaHOI C/Iys;KOM, OCHOBHUM 3aBIaHHSIM SIKOi O cTa-
J10 3a0e3nedeHHst KOOPMHAIIII /il BCiX /Iep/KaBHUX Ta HeJeP/KaBHUX IHCTUTYIIHN y
cepi 3abe3neueHns iHdopmaiiiiinoi 6Gesmnexkn Yrpainu. JlopedHo 3ayBaKuTH, 110
npu MinicTepcTBi iH(OpMaIliiiHol oM TUKN YKpaiHu cTBOpeHo ExcriepTHy paiy
3riiHo 3 [lonoxkennsam “IIpo Excrieptay paay nmpu MinictepeTsi iHdopMalliitHoi
MOJIITUKY YKpainu” SIK JopaJduii OpraH, 0 Ma€ CBOEI0 METO0 3a0e3IeUeHHST B3a-
€MO/Ii1 3 HAYKOBO-/IOCTITHUMHU YCTAaHOBAMU, HEYPSIJOBUMU aHAJTITUUHUMU I1€H-
TpaMU, iIHCTUTYTaM¥ TPOMA/ITHCHKOTO CYCITiJIbCTBA, IHIIUMU BITYU3HAHUMU Ta 3a-
pyOikHIMEU opraHizarisyu [1].

YeTBepTHii HAlIpsIM KOHIIEIIil PeBEeHTUBHUX 3aXO0/[iB y cucTeMi iHopMaIriii-
HOI 6€3IIeKH [TOJIATAE B e(DEKTUBHOMY, IKICHOMY peOpMyBaHHi 3aKOHOIABCTBA, 110
cTocyeThbest indopmariitiol Gesneku. BogHouac, po3riisaodn aaMiHiCTPaTUBHO-
IIPaBOBE PeryJ/ioBaHHs iH(opMaliitHol chepu K 0CHOBY 3abe3sredeHHsT iHGOp-
MalliiftHoi O6e31eKn Aeps:KaBu, CJIijl 3a3HAUYNTH, IO YIIPOJOBK OCTAHHIX POKIB 3a-
KOHOZaBua 6aza Ykpainu B iHdopMartiiiitiil cdepi IOMOBHIIACS HI3KOIO 3aKOHIB,
3-TIOMiK SKUX HaJ[3BUYAHO BaXKJIUBUMU € 3akoHu YKpainu “IIpo indopmarrioo”,
“ITpo nep:xaBuy Taemuuirio”, “ITpo 3axuct indopmailii B aBTOMaTU30BaHNUX CUCTE-
Mmax”, “IIpo HaykoBo-TexHiuHy iHpopmailiio”, “ITpo cucteMy iHOMOBJIEHHST YKpai-
Hu”, octanHiii 3 skux Bepxosna Paza yxsammia 8 rpyaust 2015 p. Totmro.

Yenu poboYOI rpymu 1pu napiaameHTcbkomy KomiTeri 3 mutamb cBOOOIM CJIO-
Ba Ta iH(oOpMalliiiHOI TOJITUKH, 10 IKO1 BXOASTh HAPOJHI JeNyTaTH, IpecTaB-
HUKJ TPOMaJICBKIX OpraHisaIliii Ta Meiaismyctpii, ooroBopuin mpoekt Crparerii
PO3BHUTKY 3aKOHOAABCTBA YKpalHU 3 IMUTaHb cBOOOIM CjI0Ba Ta AisibHOCTI 3MI
BI/IIIOBi/{HO JI0 €BPOIENCHKUX CTAHAAPTIB, AKUIT PO3POOJIEHO 3a MiATPUMKHU CIIiJIh-
Hol niporpamu €C ta P€ “3mintHenns iH(popMalliiiHOro CycHijibcTBA B YKpaiHi®.

Hosa penakiis 3akony Yipaiau “IIpo cycminbhe TeebaueHHs i pagioMOBIIeH-
Hs YKpainu” J1ajia MOKJIUBICTD 3aIlyCTUTU OJIHY 3 HAMBOKIUBIIINX Meiapedopm:
1epeTBOPEHHS JIEPKaBHOIO MOBJIEHHSI Ha cyclijibHe. 3akoH Ykpainu “IIpo pe-
dhopmyBaHHS Jiep:KaBHUX 1 KOMYHAJTBHIX JIPYKOBAHUX 3ac00iB MacoBoi iHGopMa-
1ii”, 710 AKOro kpaina iinwia 6arato pokis, nepegdoadae MPUBATU3AIIIO JeP/KABHUX
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KOMYHAJIbHUX JPYKOBAaHMUX BUIAHb Y JIBA €TAIIH: CIIEPIITY OIH PiK — J0OPOBIIBHO
JUIS OXOUMX PeJlakIliii, HACTYIIHI JIBA POKU — PO3/IePKaBJICHHS PElllTH BUIaHb.

3akoH Ykpainu “IIpo BHeceHHs 3MiH /10 JIeIKUX 3aKOHO/IaBYNX aKTiB YKpaiHU
(111010 0COBIMBOCTEN TPAHCJIALT (PeTPAHCISIT) PeKIaMu, SKa MiCTUTBCS Y TIPO-
rpaMax Ta Iepejadyax iHO3eMHUX TeJlepaioopraHisaiiiii)” 3a00pOHUB TPAHCIIOBA-
TU peKJiaMy Ha POCIMChKUX KaHajax B YKpaiHi Ta y3aKOHUB TaK 3BaHUU CIHUCOK
aJlaliTOBaHUX KaHaJiB, 1m0 ckjiaagaec HarionasbHa pajga 3 nNuTanb TeaebadyeHHs
i1 pagiomoBienHs. [lie [locranoBa “lIIpo TuMyacoBe MpU3yNUHEHHI aKpeauTallii
JKYPHAJICTIB Ta TEXHIYHUX MPAI[iBHUKIB JeSIKNX 3ac00iB MacoBoi ingopmaitii Po-
citicbkoi Deneparlii mpu opraHax Jep:KaBHOI BIaAW YKpainn . 3aKOH YKpaiHu
“ITpo BHECEHHST 3MiH JI0 JeIKUX 3aKOHIB YKpaiHu 1m[0/10 3a6e311e4eHHs IIPO30POCTi
BJIACHOCTI 3ac00iB MacoBoi iHdopMallii Ta peatisaliil IPUHIINB JepKaBHOI TOJIi-
TUKK y cepi TeebaueHns i pagiomosienns” Habys unnHocti 1 kot 2015 p.,
110r0 OCHOBHOIO METOIO € BIAKPUTTS IaHUX PO KiHIIEBUX BJIACHUKIB Ta CTPYKTYPY
BJIACHOCTI TeJIepaJio0praHisallii i mpoBau/iepiB MPOrpaMHOIl MTOCTYTH.

CTBOpeHHSI HaIlOHAJIBHOI MMPaBOBOI Oasu, TapMOHI30BAHOI 3 MiKHAPOIHIMM
IHCTUTYIISIMU, CIIPUATIME 3MiI[HEHHIO iH(pOopMaIliiiHol 6e31mekn YKpainu Ta Imij-
BUIIIEHHIO 11 Mi?)KHAPOIHOTO aBTOPUTETY K IeMOKPATUYHOI 1 TTPABOBOI1 JlepsKaBU.
CTBOpEeHHS HAI[IOHAJIBHOI IPAaBOBOI Oa3u Mae mepegdadaTi:

1) Konreniito HallioHa/IbHOI iH(GOpMaliiiiHol nonitTuku Ykpainu Ta [ndopma-
IHMI KOZeKe YKpaiHu ik 0a30BUil HODMATUBHUI aKT;

2) Brymoyenns 0 Crparerii HanioHasbHOI Ge3leKr YKpaiHU CIeliaJbHOTo
posainy “Cran indopmariiiinoi 6esmnekn Ykpainn”, B SKOMY CJIiJ] YiTKO BUSHAYNUTH
aKTyaJIbHI IPOOJIEMU JiepKaBHOI MOIITUKY 3a0e31ederHs iHdopMalliiinoi besre-
KU Ta 30CEPENTH yBary Ha HeOOXiTHOCTI X BUPIIIEHHST,

3) CTBOPEHHS €IMHOTO JIEP;KaBHOTO PEECTPY BjaacHUKIB 3MI;

4) NOCTIMHUI PO3BUTOK 1HAYCTPIl iH(POPMAIIHHUX MOCTYT Ta iIHPPACTPYKTYP
iH(OpMAaIlIITHOTO TTPOCTOPY YKPaiHU.

I’ aTM HaTTpAMOM KOHIIEIIIil MPEeBEeHTUBHUX 3aXO/[IB y cUcTeMi iHpopmMalliii-
HOI Oe3mekn € 3abe3IeyeH s IIPOTrpaM BiIKPUTOTO JOCTYITY A0 IyOriuHoil iHdop-
Mailii Ta CTBOPEHHS e(PEKTUBHUX YMOB ITO/I0 11 OTPUMAaHHS.

3a poku ujeHcTBa YKpainu B Pajzi €Bponu mocTymoBO CKIAJAIOThCS MeXa-
HI3MU 3aJIydeHHs TPOMaJICbKOCTI /10 HalpallloBaHH4 Ta 3/IINCHEHHS BIIKPUTOI Ta
IIPO30POI Aeps:KaBHOI Mo TiTHKN. HayKoBi 1OCTI[KEHHST TAKUX MEXaHi3MiB MOTJIH O
CIIPUATH OTITUMI3allil IUX ITPOIECIB, OJIHAK Y HAYKOBI JiTepaTypl He criocTepira-
€ThCS IHTEPECY 10 1€l IPOOIEMU.

Cucrema 3B’I3KiB 3 TPOMAJICHKICTIO (hiHAHCYETHCS 3 JepKaBHUX OIOKETIB, ajie
y mpoekTax [lepskaBHoro O10/KeTy YKpainu He 0yJ10 3aK/IaleHO KOIITIB Ha (hiHaH-
CyBaHHs TaKMX 3B’SI3KiB, IKi MOTJIN O CIIPUSATH IyOJIYHOMY JIOCJI[KEHHIO, 30Kpe-
Ma, SIKOCTI BpaXyBaHHS MPOIMO3UILiil rpoMajidH |2, 40].

Ykpaina npuegnaiacs 10 Jexmapariii Bigkpuroro Ypsiay, 1o nepemgbadae pos-
MTUPEHHS BiIKPUTOI iH(OpMaItii A1 3aydeHHsI TPOMA/ISIH Y TIPOIEeCH TPUHHSTTS
pillieHb, CTUMYJTIOBaHHS J0OPOYECHOT TOBEIHKY JAep/KaBHUX CJIY;KOOBIIB [ 3].

3abesnedenns peanisaiii Ininiatusu “IIBY” y 2014—2015 pp. mokjiageHo Ha
Ka6iner MinicTpiB Ykpainu, ofHUM i3 HAIPAMIB SIKOI € 3a0€3IeY4eHHS JOCTYILY
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110 my6 riunoi indopmartii. 3 6 B3ATHX 30060B’s13aHb 32 2 POKK 0YJI0 BAKOHAHO JIAIIE
3 nyHkTH [3].

[TpoekTom npuitasToi y 2015 p. HamionanbHoi ctparerii y cdepi mpas JroanHu
nepea6avanoch BUPIIIUTH AesKi 3 TPOOJIEM TILISIXOM 3allPOBA/KEHHST MEeXaHi3My
pearizaiiii mpaBa Ha JOCTYII 0 IyOJiyHOI iH(opMarii Ta 3a0e3neunBITN TEBHI
rapaHTil IOCTYITy TPOMa/ICbKOCTI 10 HeoOXinHux [HTepHeT-pecypcis [4]. IIpoekT
KOHItemIil indopmaltiiinoi 6esnexkn Ykpainu [5] craB 00’'€KTOM KPUTHKU TPOMA/I-
CBKOCTI yepe3 psjl cepilo3HuX HeJ0iKiB [6].

3akoH Ykpainu “IIpo BHeceHHs 3MiH 710 cTaTTi 28 Bio/pKeTHOTO KojieKey YKpa-
IHU IIO0 OCTYITY 10 iH(opMaIiii Ipo OI0KeTHI MOKa3HUKN y (hOpMi BIIKPUTHX
maHux” 3000B’sI13y€ ONMPUIIIOIHIOBATH MaTepiajii KBApTaIbHOI Ta PiYHOI 3BITHOCTI 3
BUKOHaHHS [lepskaBHOrO OI0KeTY YKpainu, OI0/)KeTHUX 3allUTiB, IacIopTiB 610~
JUKETHUX IIPOTPaM Ta 3BiTiB PO iX BUKOHAHHS, iH(OpMAaIIii Ipo MiciieBi OI0KEeTH.

IIlocTuM HaAIpIMOM KOHIIENIil MPEeBEHTUBHUX 3aXO/iB y cucteMi iHdopma-
1iiTHO1 6e31eky BOayaeThest pechopMyBaHHST HASIBHOI CHCTEMU €JIEKTPOHHOTO yPsi-
JlyBaHHS.

CrporosiHi TposIBOM ONTHUMI3allil B3aEMO/Ii1 1HIMBI/IB Ta /ep:KaBu HA HOBOMY
piBHi € cripoba BITPOBA/KEHHS ITPOrpaM eJIeKTPOHHOTO YPSIALY, TIOKJINKAHUX CITPH-
STH 3MEHIIEHHIO OIOPOKPATHYHOCTI, 301/IbIIEHHIO BiIKPUTOCTI i IPO30POCTI Ji-
SJIBHOCT1 OpraHiB yIIPaBJIiHHA Ta TOCTYIIOBOMY BIJIXO/lY BiJl TOTaJIbHOTO BUKOPUC-
TaHHA [MAllePOBOl TEXHOJIOTII. Y BITUM3HAHIN HAYKOBII JIiTEpPaTyPl JOCIIKEHHIO
poOIEMaTHKN €JIEKTPOHHOTO YPSIYBaHHsI, HOTO XapaKTEPUCTHUK Ta CTAHY BIIPO-
BQ/UKEHHS Y TPAKTUYHY IisIJIbHICTh OPraHiB BJIA/IU IPUCBSYEHO Tpalli TAKKUX TPO-
BigHMX HaykoBIiB, sk /. Jly6os, C. [lybosa, I. Kimmenko, C. Kysuenona, K. Jlu-
HboBa, O. Mituenko, 3. [lickoselb, O. Puckosa, B. [llesepza, O. IOnxaries Ta iH.

B VYxpaini gie Konterniiisi po3BUTKY €JeKTPOHHOTO YPSAYBaHHs, 3aTBepKe-
Ha Posnopsamxennam KMY Bin 13 rpyanasa 2010 p., y gkiii chopmMoBaHi OCHOBHI
MPUHITUIINA Ta IIPOTHO3U 1[O/I0 3aITPOBAKEHHS eJIEKTPOHHOTO YPSIIyBaHHS B Jiep-
’KaBHUX OpraHax BJIa/iM Ta OpTaHaX MiCIIeBOTO CAMOBPSI/TyBaHHS.

/1o ocCHOBHUX 3aB/IaHb €JIEKTPOHHOTO YPS/1y BIIHOCSTD: “OpraHi3alliio Jep;KaB-
HOTO YIPaBJIiHHS Ha OCHOBI €JIeKTPOHHUX 3ac06iB 0OPOOKH, TIepeaadi Ta posIo-
BCIO/IDKeHHS iH(opMaltii; HaaHHS TOCTYT JIep;KaBHUX OPTaHiB BCIX TLJIOK BJIAN
BCiM KaTeropism rpoMajisit (IeHcionepam, pobiTHUKaM, 6isHeCMeHaM, JiepKaBHUM
CJTy>KOOBIISIM TOIIIO) €JIEKTPOHHUMHU 3ac00aMu; iH(OPMyBaHHS TUMH K 3acobaMu
TPOMaJISiH IIPo pobOTY Jep:KkaBHUX opraHiB” [8].

CboMHM HAITPAMOM KOHIIETIIii TPeBEHTUBHUX 3aXO/[iB y cucTeMi iHdopMalliii-
HOI Oe3IeKN Ma€ CTaTh CHUCTEMHO-aHAJITHYHA PO3PoOKa IiTiCHOI Teopii 3arpos.
Posrispaoun moHsaTTs “ingopmMariiiiHa Oesneka” yepes 3aXUINEHICTDh Bix Hebe3-
IIeK Ta 3arPO3, BUHUKAE ITPoOJIeMa PO3POOKH IiIiCHOI Teopil 3arpo3, OCKIIbKU He-
Ma€ €IMHOI METO/0JIOTIl y BU3HAUYEHHI 3arpo3, y iX CIiBBiAHOIIEHHI MiK c0060TO.
Panimre 3arpo3u masiv 30BHINTHIN Ta BOEHHUU XapaKTep, KOJIM HEBOEHHI Ta BOEHHI
3ac00H TPAaKTUYHO HEMOKJIMBO OyJI0 BAKOPUCTOBYBAaTH KOMILIEKCHO, ajie 3apa3 B
YMOBaX B3a€EMO3aJIE;KHOCTI CBITY Ta HOBUX TEXHOJIOT1H 3arpo3u HOCSITD, IK IIPaBU-
JI0, KOMTIJIEKCHUM xapakTep [9, 39].

CuabkicTp indopmariitHoi iHGPaCTPYKTYPH T03BOJISIE IHO3EMHUM KOMITAaHi-
M IIPOBOJIUTH €KCIIAHCII0 HA PUHKY 1H(MOPMaIiiTHUX ITOCJIYT, 1110 BeJe /10 Iepepo3-
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10/1i1y e(ipHOTO Yacy Ha KOPUCTh iHO3eMHUX €KOHOMIUHMX Ta MOJITUYHUX OeHe-
diniapis [10, 77].

“3arposu” B iHopMaIiiiHiil 6e31elli BUTISIIAI0Th SIK CYKYITHICTh YMOB Ta (hak-
TOPIB, SIKi CTAHOBJISITH HEOE3TIEKY KUTTEBO BaKIMBUM iHTEpPecaM 0COOMH, Jep/KaBy
Ta CyCHLIbCTBA Y 3B’43KY 3 MOKJIUBICTIO HETaTUBHO BILJIMBATU HA CBIJIOMICTb 1 T10-
BEJIIHKY TPOMAJISTH, a TAaKOXK Ha iH(pOpMaIliitHO-KOMYHIKaIliHHY iHPpacTpyKTypy.

YHiKaaIbHOI0 0cOOMMBICTIO iH(MOPMAaIliiHOI 3arpo3u € Te, 0 BOHA BUCTYIIAE K
caMOCTIiliHa 3arpo3a i BOJHOYAC € OCHOBOIO JIJId 1HINKUX BU/IIB 3arpo3 Ha iHdopMa-
IITHOMY PiBHI, y TOMY YHCJI 1 1X ITePIIOTTPUYNHOIO.

TakyM 4MHOM, ChOIOZHI He iCHY€ JO0CTaTHIX TapaHTiil 3aXUcTy ocoOu Bix 3a-
IPO3, OB’ AI3aHUX 3 HOPYLIEHHAM iHdOopMaIiiiHoi 6e3nekn ocobu. ToMy BUHMK/IA
3HAYHOIO MipOIO colliajbHa Hebesmeka 6e3KOHTPOIBHOTO 3aCTOCYBAaHHS TEXHOJIO-
riif, 3ac06iB 1 METOAIB ICUXO(MI3UYHOro BIUIMBY Ha IIEBHI COLiaJbHI TPYIIN JIHOEH
qepe3 CBIZIOMICTB 1 MiICBIIOMICTD JOAWHN 3 MeTO0 (hOpMYBaHHST HEOOXiTHUX TT0-
il Ta MaHIiMyJIIOBaHHS IPOMaJIChbKOI0 IyMKo0. IHopMariiiiHa 6esrexa ocoou i
CYCIIJIBCTBA € CKJIAZ0BOI0 iH(OPMAIiTHOI Oe3IIeKN [eps:KaBU: ii 3a0e3IeYeHHS 110~
cizae ocobuBe Miciie B gepxkaBHiil moitui. Ilg ocobgnBicTh BUSHAYAETHCS CIIe-
1riKoro 3arpos Ta ix mKepest. HaliBakmuBimmMu 00’ €eKTaMi 3aXUCTY B CyYaCHUX
YMOBaX € iHAMBIyabHa Ta MacoBa CBijloMicTh. Pyiitnaltist cBimomocTi HebOe3meu-
Hillle pyHHaIlil B eKOHOMIIIi, TOMY 1110 BTpaTa HalllOHAJbHUX, IYXOBHUX I[IHHOCTEN
MIPU3BOIUTD /10 BUPOJKEHHS HAPOY 1 KpaxXy CyCILJIbCTBA.
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s eghexmuenozo 3abesneuenns ingopmauitinoi 6esne-
KU Ha PieHi 0coou, 0epiucasu ma CYycniibCmea KOJICHitl Kpaini
Heo0XI0H0 Po3Pobumu i0e0.n02iuny 0CHOBY Os Ub020. Taxkum
YUHOM, POPMYEMbCSL 0UHEe POSYMIHHSL Opeanizauyii 0isiv-
nocmi cyb’exkmie 3abesneuenns ingopmauiinoi Oesnexu,
HOPMAMUBHO-NPABO8A OCHOBA, KA BUSHAUAE CNEKMP IXHIX
npas ma 0606°43Ki6, a MAKONC CMBOPIOE €OUHY O0ePICaABHY
NOMMUKY AOMIHICMPAMUEHO-NPAB08020 3abe3nedenns i-
popmauiinoi besnexu 6 Ypaini.

“Threats” in information security look like a set of conditions
and factors that pose a threat to the vital interests of the person
the state and society in relation to the possibility of a negative
impact on public consciousness and behavior, as well as infor-
mation and communication infrastructure. A unique feature of
threat information is that it acts as an independent threat and
is also the basis for other types of threats on the information
level, including their root cause. Thus, today there are no suf-
ficient guarantees protection of persons against threats related
to violation of information security person. Therefore, there
largely social danger of uncontrolled use of technologies, tools
and methods psychophysical ef fects on certain social groups of
people through human consciousness and subconscious in order
to create the necessary events and manipulate public opinion.
Information security of the individual and society is part of in-
Jormation security, ensuring it has a special place in public pol-
icy. This feature is determined by the specific threats and their
sources. The most important objects of protection under current
conditions is individual and mass consciousness. The destruc-
tion of consciousness dangerous destruction of the economy, so
that the loss of national and spiritual values leads to degenera-
tion of the people and the collapse of society. Effective infor-
mation security at individual, state and society every country
needs to develop an ideological basis for this. Thus, a common
understanding of the organization of information security,
regulatory and legal framework that defines the range of their
rights and responsibilities, and creates a unified state policy of
administrative and legal information security in Ukraine.

st agppexmuenozo obecnevenust ungopmavyuonioi be-
30NACHOCMU HA YPOBHE JUUHOCTIL, 20CYOAPCMBA U 00ULEeCMEa
Kaxcootl cmpare Heodxo0umo paspabomams uoeoi02uueckyio
ocrogy 0ast amoeo. Taxum obpasom, opmupyemcs eouioe
NOHUMAHUE OP2AHU3AUUL OessmenbHOCmU CYOpeKmos obec-
neuenus: UH@GOPMAUUOHHOU 6e30NaACHOCU, HOPMAMUBHO-
npasosas 0CHOBA, KOMOPAsi onpedeisiem CneKmp ux npas u
obsi3annocmett, a maxyjce co30aem eounyio 20cy0apcmeeHyio
NOJUMUKY AOMUHUCTPAMUBHO-NPABOBOZ0 00eCNeueHUs UH-
popmavuonnoil bezonacnocmu 6 Yxpaure.

Hagisiwna 3 notoro 2017 p.
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