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NMPOBJIEMU NMPABOBOIO PErNYJIIOBAHHSA
OOTPUMAHHS IHOOPMALIIMHUX NMPAB
Y MEPEXI IHTEPHET

Hayxoei npaui MAYT, 2016, un. 51(4), c. 5-14

3 nos6010 ma cmanosiennusm Inmepuemy sk nesnoi
Mepedct BUHUKAA | HOBA 2PpYNA NPas, N08 sI3AHUX 3 IX BUKO-
pucmannam y mepedxci lnmepnem, max sganux ingopma-
uitinux npas. Bionoeiono, nosa xamezopis we nompeodye
K HAYKOBUX O0OTPYHMYBaHb, MAK i NPABOBOZO Pezyii0-
BAHMS 3A3HAUCHUX NPAB | 3AKPINIeHHs 8I0N0BIOHUX Npa-
B0BIOHOCUH.

CyuacHUII PO3BUTOK CYCILJIBHMX BiIHOCMH B YKpaiHi BizOyBa€Thcs B yMO-
BaXx IIPOTOJIONIEHHST KypCy Ha iHTerpaitiio 10 €Bporneiicbkoro Cotoay, 110 cripuse
cucTeMHOMY peOpMyBaHHIO BCIX Tasy3eil 1paBa, y TOMY YKCJ 1 MO0 peasiisa-
ITii Ta 3aXUCTy TpaBa Ha iH(GOpPMAIIiio, TOB’I3aHOTO i3 BUKOPUCTAHHAM MeEpPEXKi
[HTepHeT. Y CBiTI aKTUBHUMU TeMIIaMU PO3BUBAIOTHCS iH(MOPMAITITiHI TEXHOJIOTI]
Ta KOMYHIKaIlil, CTa€ JOCTYITHUM [HTepHeT, PO3MINPIOIOTHCA COIlaIbHI MEpexi, SIK
HACJIIZIOK, cpOPMOBAHO CYCITIILCTBO, sIKe 00’ €IHAHe €AMHOIO iH(MOPMaIiiTHOIO Me-
peskero. HeoOXiHicTh cTaHOBJIEHHS iH(GOPMAIIITHOTO CyCITJIBCTBA Ta MOBHOIIIH-
HOTO BXO/[’KEHHS y CBITOBUM iH(MOpMaIliitHNUI TTPOCTIp BU3HaHA Ha JI€P:KaBHOMY
PiBHI 1 € TIpiopUTETOM JIepKaBHOI iHGopMariiiinoi nmositTuku. Ciiji BU3HATH, 110
3 MOSIBOIO 1 CTAaHOBJIEHHSIM [HTEepHETY K TeBHOI MepeKi 3'sBuJIach i HOBa TpyIia
IpaB, MOB’SI3aHNX 3 1X BUKOPUCTAHHAM y MepexKi [HTepHeT, Tak 3BaHUX iHpopMa-
iiTHUX TpaB. BiamoBiaHo, HOBa KaTeropis Ime moTpedye sk HayKOBUX OOTPYHTY-
BaHb, TaK 1 IPABOBOI0 PEryJJI0BAHHS 3a3HAYEHUX MTPAB 1 3aKPIIJICHHS BIJAITOBIHUX
npaBoBiiHOCUH. Tomy cepes daxiBiiiB y cdepi iHpopMaIliitHOTO TTpaBa 3a OCTaHHiI
POKU aKTHUBHO 3picC IHTEPeC /10 TeMaTUKU iH(OPMaIliifHOTO CyCIiJIbCTBA, iHpOpMa-
IMHUX Mepe:x, iHhopMalliiiHUX TTPaB Ta, BIINIOBIIHO, OCHOBHUX HAIIPSIMIB CTAHOB-
JIeHHST iH(OPMaIIiTHOTO CYCITbCTBA B YKpaiHi.

Baprto 3ayBaxkuty, 1110 Ba:KJIMBUMU € HAIPalllOBAaHHS MIKHAPOJHUX €KCIIep-
TiB y 3a3HaveHiii cdepi, cepen sxkux Barry M. Leiner, Vinton G. Cerf, David D.
Clark, Robert E. Kahn, Leonard Kleinrock, Daniel C. Lynch, Jon Postel, Larry
G. Roberts, Stephen Wolf [2], amske indopmariitii BUKIUKU Ta KibepOe3nexy He
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MOZKHA PEeTyJII0BaTH JIAIIIE Ha HAI[loHATbHOMY ab0 €BPOIENChKOMY PiBHI, JIJIST IIHO-
ro HeoOXi/Hi rI06a/MbHI 3B’I3KKM Ta MiKHApPOJHI cTaHAapTH i mpaBuia. Buokpe-
MUMO i 1HIIN BasKJIMBI MMPAKTUYHI Ta TEOPETUYHI HampalfoBaHHs (haxiBIliB B iH-
popmarriiiniit cdepi 10710 1M00MaHHS BUKINUKIB, OB I3aHUX 3 iHQOPMaIiTHUMU
3arposamu, a came: npuiiHgaTo JoxkTpuny iHdopmariiinoi 6es3mekn YKpainu Bif
28 kBitHsg 2014 p., Crparterito HaiioHasbHOI Oe3leKn YKpaiHu Bix 26 TpaBHS
2015 p., mposeneHo B Oepesti 2016 p. mapiaMeHTChKI ciyxaHHs Ha TeMy: “Pedop-
MU Tamry3i iH(popMaIiitHO-KOMYHIKaIiIHHUX TEXHOJIOTIH Ta pO3BUTOK iH(MOpMAaIliii-
HOTO TIPOCTOPY YKpaiHu”, iHIII 3aX0/I1 JeP;KaBHOTO XapaKTepy.

[Ipore mo3a yBaroio AOCHIIHUKIB 3aJUIIAIOTHCS MHUTAHHS iHMOPMAIiHHIX
3arpo3 Ta MIJILXiB iX MPOTH/IIl, OB’ I3aHUX i3 BUKOPUCTAaHHSIM Mepexki [HTepHer,
ajike PO3BUTOK 1HGMOPMAIITHOTO CYCIIJIbCTBA HE TIJbKU BiJIKpUBAE BeTMUE3Hi
MO’KJIMBOCTI, ajie BOJIHOYAC IMOPOIXKYE JysKe Cepio3HI BUKJINKH 1 3arPO3 M.

OTsKe, TIPEIMETOM OCIKEHHsT Oy/le aHali3 OCHOBHMX 3arpo3 Ta TOPYIIEHb
iHopMaIiitHUX TTPaB JIOAMHU, SIKi BYUNHSAIOTHCS 3 BAKOPUCTAHHSAM Mepexi [HTep-
HET Ta OKPecJeHi MIJISIXHU 1X MOoNepeiXKeHH Ta YCYHEHHS.

3okpema, Ha IYMKY (axiBIiiB, “cBOro BUpIIIeHHS IIOTPEOYIOTH TaKi IPOobIeMM
B chepi CTBOpPEHHS, MOIMUPEHHS Ta BUKOPUCTAaHHS iH(hopMallii, gK: popMyBaHHs
IIPABOBUX YMOB /it 3a0e31IeYeHHs ILTI0PaIi3My, IPO30POCTi Ta HeyIepeIKeHOCTi
nisgmpHOCTI 3MI; yHOpMYBaHHS AiSIbHOCTI 3 TTOMWPEHHS iH(GOpMaIlii B Mepexi
[HTepHeT; BAOCKOHAJNEHHS 3aXUCTY 1HTEJIEKTYaJIbHOI BJACHOCTI B YMOBAX IOIIM-
peHHs [HTepHeT-TeXHOJIOTIH; BAOCKOHAJIEHHS IIPAaBOBUX BUMOT II0/I0 JOTPUMaH-
HS JKypHaJiicTaMu TpodeCiiHNX eTUYHUX CTaHAaPTIB; Y3TOAKEHICTh TEPMIHOJIOTIi
B iHhopMalliiiHoMy 3aK0OHOIaBCTBI Tomo” [1].

Ak Hikosm paninie IHTepHET cTaB PEBOJIIOIIEI0 Y KOMIT IOTEPHOMY Ta KOMYHiKa-
1iltHoOMYy cBiTi. Bunaiinenns tenerpady, Tesedony, pajio i KOMIT I0oTepa MiiroTyBa-
JIV TPYHT JIJIST IbOTO OE3TPEIeIeHTHOTO BIPOBAKEHHST MOKJINBOCTEH. [HTEpHET
O/IHOYACHO BUCTYIIAE€ MOKJUBICTIO BCECBITHBOTO MOBJIEHHS, MEXaHI3MOM IIOIIHU-
peHHs iH(oOPMaIlii, a TaKOK cepeIoBUIIEeM CITIBIIPpalli Ta B3aEMO/Iii MisK OKpEMUMU
cy0’ektamu Ta ix KoMIr'torepamu 6e3 ypaxyBaHHsI reorpaivHOro po3raiilyBaHHSI.
[HTepHer siBjIsi€ cOOO00 OJIMH 13 HANYCIITHIIINX TPUKJIAIIB TepeBark CTIHKIX 1H-
BECTUIIN Ta MiATPUMKU BUBYEHHS 1 PO3BUTKY 1H(MOPMAIliitHOT iHPPACTPYKTYPH.
Ha nouaTky paHHix [0CJIiIZKEHDb TaKeTHUX KOMYHIKAIIN ypsi/l, @ TAKOXK MPe/ICTaB-
HUKH ITPOMUCJIOBUX Ta HAYKOBUX KiJI OyJIM MapTHEpaMu y po3po0ili Ta yI0CKOHA-
JIeHH] (i€l 3ax01T04Yoi HoBoI TexHooril. ChoroaHi Taki TepMinm, sk “bleiner@
computer.org” ta http://www.acm.org € 3BUMHINMH Y MOBI ITepeciqHoi o uHu [2].

Xoya B YKpaiHi € MeBHI IIeperoHu N10/10 NIUPOKOTO BUKOPUCTAHHA [HTepHeTYy:
HU3BKUU PiBEHb IIOKPUTTS i MeliarpaMOTHOCTI HaceJieHHs, (iHaHCOBU CTaH CIO-
JKUBAYiB, MEHTAJIbHICTh OKPEMUX I'PYIT HACEJEHHS TOII0, OJJHAK 3 KOKHUM POKOM
BUKOPHUCTaHHs IHTEepHETY cTaHe OLIbII OXOILIIOIOYNM SIK B YKpaiHi, Tak i B CBi-
Ti. BostHOUac BUHMKAIOTh HOBI 3arpo3H, sIKi 1iie OYKBaJIbHO HEJaBHO HE CTOSIN Ha
MTOBICTIIl IHA 9K CBITOBUX OPTaHi3alliid, IepKaBHUX 1HCTUTYIIIH, FPOMAJITHCHKOTO
CYCITJIbCTBA.

CyuacHuii cBiT, 9K 1 YKpaiHa, 3 PO3BUTKOM iH(OPMAIIITHUX TEXHOJOTI BCTY-
1B B epy iH(OpMaIiiiHuX 3arpos, KibepaTak Ta, BiAIOBiIHO, iH(OpMAIiiTHIX




BoecH. Okpemi indopmariiiitai BiliHM MOKYTb OyTH 3HAYHO PE3Y/IbTaTUBHIII, HixK
3BMUAiTHI Ha3eMHi 3 BUKOPUCTAHHAM JIIO/Iei, TepuTopii i 30poi, OCKiTbKU HECYTh
ypakeHHs Ha HeBU3HAYeHi TepUTOpii ILJISAXOM BUKOPUCTAHHS iH(MOpMaIiiHUX
MOKJIMBOCTEeH. KpiM TOro, MUTaHHS MPOTUJIIT YCKIAIHIOETbCS TUM, 1110 (PaKTU4-
HO BIJICYTHE IIpaBOBe PeryJiloBaHHS (PYHKIIOHYBaHHS B YKpaiHi MiKHAPOJHUX
indopmaniitinx oOMiHIB Ta iH(GOPMAIIITHIX CHCTEM, HASCKPaBIIIMM ITPUKJIA-
JIOM SIKUX € [HTepHeT Ta BiACYyTHICTDH MMOHATTS 3ac00y MacoBoi iHGopMariii B Me-
pexi [HTepHeT, 110 YHEMOKJIUBJIIOE 3/[IIICHEHHA TepeBipKU iH(popMallil, SIKa TaM
MONTUPIOETHCST TA CTBOPIOE TIEPEYMOBU Jjisi BUKopucTaHHs I[HTepHeT-3MI ¥y
NeCTPYKTUBHUX 1sIX [ 1].

[rdopmariiiini BUKJINKY TiOpUIHOL BiiHNA € ZOBOJI PISHUMM 32 CBOEIO IIPUPO-
71010 1 MafOTh SIK JIOKAJbHUI — KOPOTKOCTPOKOBUM BUMIp, HaIIpUKa, iHdopMma-
I[ifiHa OKYTIAIlis OKPEMHUX PETIOHIB, MOIMIUPEHHS Oe3MpereIeHTHUX 00CATIB /1e31H-
dopmaiiii Ta mponaraHin, Tak i 6iabin aOCTPaAKTHUN — JOBIrOCTPOKOBUIL BUMIp, 5K,
npumipom, 3HeBipa y 3MK MikHaposHOi TpoMaZiIcbKOCTi. TakuM 4MHOM, 1 BifiTIO-
Bi/Ib HA Ha3BaHi BUKJIUKKA Ma€ OyTH pisHoIo [3].

Tak, na nymxy I. B. /liopaina, B cydyacHUX yMOBaXxX 3pOCTa€ 3arpo3a BUKOPU-
CTaHHS TIPOTH iHTepeciB YKpaiHu KibepHeTHMUHUX 3ac00iB SIK BCEPEIUHi IepiKa-
BU, TakK i 3a ii Meskamu. Takoxk sk 3arposu y cdepi KibepHeTHIHOI Oe31eKn MOKHA
BUJIATH: KiOep3JIOYMHHICTD, KibepTepopusM Ta KibGepHImuryHCcTBO, KibepBiliny,
a cami ingopmarmiitHi iHTepBeHIiI MOXKYTb OYTH CKJIQJOBUMM II€PEPaXOBAHMUX
Aiii. 37I0YMHU 3 BUKOPUCTAHHSAM Cy4acHUX iH(MOPMaIliitHO-TeTeKOMYHIKaIiHHIX
TEeXHOJIOT1 CTAlOTh BCE 3BUYHINIOI0 MPAKTUKOIO B )KUTTI YKPAIHCHbKUX IPOMAJISH.
Haiibispia yBara 3/I04MHINB 30cepe/ykeHa Ha cipobax mopyiieHHs: pobotu abo
HECAHKI[IOHOBAHOTO BUKOPHUCTAHHS MOKJINUBOCTEN iH(MOPMAIIMHUX CUCTEM JIep-
’KaBHOTO, KPEIMTHO-OaHKIBCHKOTO, KOMYHAJIBHOTO, OOOPOHHOTO, BUPOOHUYOTO
CeKTopiB [4].

ToMmy Tak Ba)KJIMBO BpaxXyBaTU IOJIOKEHHS peKOMeHJallli MapJiaMeHTChbKUX
cayxanb Ha Temy: “Pedopmu ranysi iHGopMaliitHO-KOMYHIKAIIHHUX TEXHOJIO-
riifi Ta pO3BUTOK 1H(MOPMAIITHOTO TPOCTOPY YKpaiHu” 1110/10 peasiidallil CydyacHUX
3aBlaHb 0Oe3eKkyr Ta OOOPOHM Jep:KaBU 3 IMUPOKUM 3aIyYE€HHSIM MiAIPUEMCTB
IKT-ranysi, HAyKOBUX yCTaHOB, 3aKJIa/liB OCBITU Ta FPOMAJICBKUX OpraHi3alliid, 1o
3abe3meuyfoTh BipoBaykenHs HOBiTHIX IKT, 3oxpema irdopmairiiinoi 6e3mexn
Ta KibepOe3reKn; BUSHAHHS Ha JeP;KaBHOMY PiBHI MiKHapOIHUX cepThudikatiB y
cepi yrpasaiaas iHGopMartiiitHoo Oe3nexor, Kibepbeanekoro Ta iHhopMaIiiiHu-
MU TEXHOJIOTISIMU; 3alIPOBA/PKEHHS J1€EBUX MeXaH13MiB I'POMaJICbKOTO KOHTPOJIIO,
YHEMOKJIUBJIEHHS 37I0BXKUBAaHb Ta IOTPUMAHHS MIPaB JIOAWHU IIPU TIePeXOIIeHH]
ingopmariii cHJIOBUMHU CTPYKTypaMu [5].

BaxyimBo10 TeH/IEHITIEI0 CBITOBOTO PO3BUTKY € 3POCTAHHS POJIi TyMaHITapHO1
6e311eKH, OCKLJIbKY BOHA € CKJIJ0BOIO HAI[IOHAIbHOI Ta MiKHAPOIHOI Oe3reku i
OXOILTIOE 1HTEJEeKTyaJIbHY, OCBITHbO-BUXOBHY, IICUXIUHY, (Pi3UUHY, MOPaJIbHY, pe-
NPOAYKTUBHY, AYXOBHY, TCHETUYHY, MAHOBY, MITPAIINHY Ta KYJbTYPHO-CTHIYHY
6esmexu [6, 124]. Yci 1i 3arpo3u ChOrOAHI CTaIW He JIMIIE IPEeIMETOM HayYKOBHX
JIMCKYCIiH, a Ii eJleMeHTOM Halioro iHdopMalliitHoro mpoctopy. Tak, HapuKJIa/I,
y rpyanai 2015 p. mpoTw yKpaiHChbKMX KOMIAHIll — TOCTA4aJbHUKIB €JTeKTPO-




eHeprii 0yJI0 CKOEHO HU3KY Kibepartak, siki OyJii CIIpsSIMOBaHi Ha BUBEIEHHS IIij[-
IpPUEMCTB 3 Jiafy. SIk nosigomisie Reutes, iigerbes npo IpukaprnarrsobieHepro
Ta 1e Kijbka kommaniid. “Xouda IIpukapmartsiobienepro Oyja €IuHOI YKpaiH-
CHKOIO0 KOMIIAHIEIO 3 TIOCTAaYaHHSI eJIEKTPOEHEPTil, sIKa 3asBuIa 1Ipo 30601 B poOOTi,
TOiOHI MIKIZAINBI TporpaMu OyJIM BUSIBJIEH] B MepesKax Iiie sIK MiHIMyM /IBOX iH-
MUX MAIpUeMCcTB”, — po3noBiB Pobept JIiMOBChKIIA, CTapIInii JOCTIIHNUK MK/
JIMBOTO TIporpamMHoro 3abesmneuenst kommnanii ESET, sxa obcimyroByBana ykpa-
IHCBKI TiAIpueMcTBa. “Briepiie Mu MaeMoO J0Ka3 1 MOKEMO TIOB’d3aTU NIKIJAJIUBY
porpamy i KOHKpeTHui 36iit y poborti cucremu”, — 3ayBaxkuB gocaigauk Trend
Micro Kaiin BinoiiT. BizHauaeTbcst TaKOXK, IO XaKepyu OTPUMATH AOCTYII 710 Me-
pex i Bcranosuyn mporpamy KillDisk, sgatny BugaasaTy i nepesamucysaTtul paiiim
[7]. Januii pakT cBiAUUTH PO HOBUM piBeHDb iHMOPMaIiliHUX 3aTpo3, SIKi B CTaHi
HapajisyBaTy BeJUKI TEpUTOPII JiepsKaByU Ta 3aBAaTH 3HAYHOT'O 30UTKY €KOHOMIIII.
Bignosigxi aii xakepiB moTpeOyIOTh HAJEKHOTO pearyBaHHs 3 OOKY JiepKaBU Ta
cays;kO OGe3TeKy BiAMOBIAHUX KOPIIOPAIiil MIISIXOM BIOCKOHAJIEHHSI CUCTEMH 3a-
XUCTY IPOTPAMHOTO 3a6e3TeUeHHST 010 YHEMOSKIMBIIEHHS BiIMOBITHUX 3aTPo3.

[Ipore (akT icHYBaHHA 1IUX 3aTPO3 HE CTAaBUTbH IMUTAHHS TIPO JOIJIBHICTH UK
HEJIOIIJIbHICTh BUKOpUCTaHHA [HTepHeTy. Tak, Ha AyMKY JOCJIiIHUKIB, CbOTO/IH1
[HTepHeT € pO3MOBCIO/KEHOI TH(MOPMAIlIITHOIO 1H(PPACTPYKTYPOIO, TOUaATKOBUM
IPOOOPa3oM TOTO, IO YacTo HasuBaioTh Hartionanbhoro (Imobanbhoro un larak-
tynoo) TadopmaniiiHoo Indpactpykrypoio. [oro icropis cknanna i BKIouae
6e3J1id acreKTiB — TeXHOJOTIYHIX, OPTaHi3aliiiHNX Ta cycmiibuux. Moro Brums
JIOCSTAE He TIMBKU TeXHIYHUX 00J1acTeil KOMIT IOTePHUX KOMYHIKAIiii, a i MacIiTa-
6iB YCHOIO CYCILIbCTBA, OCKIIBKY MU PYXa€MOCH Y OiK 301/IbIIIeHHS BUKOPUCTAHHSI
OHJIAH-IHCTPYMEHTIB JIJIsT TOCATHEHHST eJIEKTPOHHOI KoMepIiii, 30opy indopMarrii
Ta CyCHuIbHUX il [2].

Peajrizalliss HarfioHaJIbHUX iHTEpeCiB 1m[0/0 3abe3leYeHHs HaI[lOHAIbHOI Oe3-
IeKW — OJIMH 13 HaWBaXJUBIIIKUX HANPSMIB 1li€l TpaHcdopmaiiii. Tak, y TekcTi
“JlokTpunu iHndopmarltiiiHoi 6e3nexn Ykpaiau”, sKy 0yJ0 IPUIRHATO Bix 28 KBITHS
2014 p., ckazano, 1110 32 YMOB HIBUAKOTO (hDOPMYBAHHA 1 pO3BUTKY iH(pOpMaIliiiHO-
IO CyCIIJIbCTBA B YKpaiHi Ta r106a1bHOr0 iH(MOPMAIIIHOTO IPOCTOPY, IHPOKOTO
BUKOPUCTAHHA 1HPOPMAIITHO-KOMYHIKAIlIHHUX TEXHOJIOTIH B YCiX c(pepax KUTT
0co0IMBOTO 3HaYeHHs HaOyBaoTh pobiemu indopmariiitaoi 6esmexu [8]. [Tpore
“/lokTpuna” He Jla€ BIAIOBI/Il HA yCi HasIBHI BUKJIUKU 1 3arPO3U, K1 BUHUKAIOTD
[IpU BUKOPUCTaHHI Mepesxi [HTepHer.

Taxk, Hanpukia, mij yac mpoBeJleHHs MapJaMeHTChbKUX CIyXaHb Ha Temy: “Pe-
dbopmu ranysi iHGopmaliiiHO-KOMYHIKAIlIMHUX TEXHOJIOTIN Ta PO3BUTOK iHMOP-
MAIifiHOTO TIPOCTOPY YKpaiHu’ po3risipanncs mpodeMH, o MoB si3aHi 3 Gop-
MYBaHHSIM Ta peaJiizaifieio epeKTUBHOI Jep:KaBHOI MMOJIITUKY, 30KpeMa y cdepax:
PO3BUTKY iH(MOPMAITITHOTO CYCITIJIbCTBA — HEe BUKOHAHO TIJIaH JIiH 11010 peasrisaitii
3akony Ykpainu “IIpo OcHOBHi 3acajii po3BUTKY iH(MOPMAIITHOTO CYCHiIbCTBA
B Ykpaini Ha 2007-2015 poku”, BiZicCyTHi# TI1aH il MO0 peasti3allii HallioHaIb-
HOI CTpaTeril MoJJaJIbIIIOTO PO3BUTKY 1H(MOPMAIlIITHOTO CycliJibcTBa B YKpaiHi; He
MO/I0JIAaHO TU(POBY HEPIBHICTb y JOCTYII TPOMAJISIH YKpPalHU /10 €JeKTPOHHUX
KOMYHIKaIliil Ta indopMaliiHuX pecypciB, MOBLIBHO 3POCTAE PiBEHb KOMIT IOTEP-




HOI I'PaMOTHOCTI HaceJIeHHSI; HU3bKUI PiBeHb BIIPOBA/KEHHS Ta BUKOPUCTAHHS
mozkauBocteit IKT y chepax ocBiTH, HAYKH, KYJIBTYPU, OXOPOHU 3/I0POB’sl, B arpo-
MIPOMUCJIOBOMY KOMIIJIEKCI Ta 1HIIUX CEKTOPaX €KOHOMIKH, BiZICYTHI BIIIOBI/HI
rajayseBi Ta MiXKraayseBi IpoOrpaMiu; IiATPUMKA IOIIMOJIEHHS JeMOKPAaTUYHIX
IPOIIECiB c/1abKO KOOPAMHOBaHA Ta HECUCTEMHA, 30KPeMa II0/I0 TPOBEIEHHS BUOO-
piB, rOJIOCYBaHb, 3araJibHOHAIIIOHAJIBHUX Ta MiclleBUX pedepeH/IyMiB, OIMUTYBaHb
Ta KOHCYJIbTAllli1, 3aITPOBA/IKEHHS MEXaH13MiB IPOMaJICbKO-EeP;KaBHOTO TTapTHEP-
CTBQ, 3/IIICHEHHS TPOMAJICbKOTO KOHTPOJIIO Ha 3aCa/1aX MIMPOKOrO0 BUKOPUCTAHHS
IKT ta mepesxi Inrepuer [5].

[HIIMM, He MeHIII Ba)KJIMBUM, TUTAaHHAM ICHYBaHHS 3arpo3 B IHTepHeTi € nu-
TaHHSI BUKOPUCTAHHS AuTsu0l mopHorpadii, sske moTpedye BUPIIIEHHS Ha PiBHI
CBITOBHUX CIIIBTOBAPUCTB Ta MIKHAPOJHO-IIPAaBOBUX akTiB. [IpobiemaTika Bupi-
IIEHHS [[OT0 IMUTAaHHS HA PiBHI MIXKHAPOIHOI CHLJIBHOTH 37€0iIbIIOr0 MOJISITAE
B TOMY, 1[0 HEMA€E NMPUWHATUX BIKOBUX CTAH/IAPTIB /10 PO3YMIHHS JUTUHU Ta 1H-
IIUX CKJIQIOBUX IIOTO SIBUIIA, TAKUX $IK, 1110 TaKe TopHOorpadis, Meki po3yMiHH
B PI3HUX TUTIAX ITPABOBUX CUCTEM 1 KYJBTYP TOII0. TOMY Tak BaKJMBO MPUKHMaTU
3aKOHOJIaBUi aKTH 1110/10 OJIOKYBaHHS Ta (biJIbTPyBaHHS HE3aKOHHOTO KOHTEHTY B
[HTEpHETI, IO CTOCYETHCS 3aXUCTY TIPaB [IiTel, MePCOHATBHUX JaHUX, OOPOTHOU 3
TEPOPU3MOM.

Posmnosciomxenoio popmoro mopyiieHHss B [HTepHETI € Taka, 10 CTOCYEThCS
cepu iHTeNEeKTyanbHOI BJIACHOCTI, 0COOJMBO aBTOPCHKOTO IMpaBa Ta CYMiKHHUX
npaB. OmHi€ero 31 crrpod mpoTuiii oMy saBuIly OyJ10 npuitiaTTss Bepxosroto Pa-
noto Ykpainu 22 Bepecus 2016 p. 3akony Ykpainu “IIpo nepskaBHY MiATPUMKY
kinemarorpadii B Ykpaini”, npote IIpe3uzeHT Ykpainu HakJIaB Ha HbOTO BETO. 3a-
rajloM BeTOBaHUI 3aKOH OYB CIIPAMOBAHMII He TiJIbKU HAa PO3BUTOK KiHOIHYCTPIi,
a I Ha 3aXUCT aBTOPCHKUX MPaB HA KOMIT'IOTEPHI IporpamMu, (hOHOTpaMu, ay/ioBi-
3yaJibHI Ta My3W4Hi TBOPH, Bijleorpamu, (poHOrpamu, rnepepadi (Irporpamu) opra-
Hizalliil MOBJIEHHS HLIAX0M moadi takedown notice, a Takox 6JIOKyBaHHS CaliTiB.
Y npodeciiiHomy cepefioBUIIll 3 1ILOTO MPUBOY ICHYIOTH MEeBHI AyMKU. Tak, Ha
JYMKY MaTeHTHOTO ToBipeHOro M. OpPTUHCHKOI, “BIIKPUTUM 3QJIUIIAETHCS TAKOK
MUTAHHS, Y1 TOTOBUI YKPaiHCHKMIT PUHOK [0 TAaKOTO OJIOKYBaHHS, aJKe, OKPIiM
6isbII e(heKTUBHOTO 3aXUCTY aBTOPCHKUX TIPaB, YKPaTHChKUI Oi3HEC 3MOKe OTPH-
MaTH IIfe i HOBUIT BUJ TPOJIiB — IHTEPHET-TPOJI, sIKi HAMaraTUMYThCst OJIOKYBaTH
JIOCTYTI JIO TUX YU 1HIIUX CTOPIHOK BIJIOMUX CAWTIB, a TO 1 cailTiB 3arasom. [lopsa
3 IHTEPHET-TPOJIIHTOM MOJKe 3'SIBUTHCS i HOBWII BHUJ HEZOOPOCOBICHOI KOHKY-
peHIIii — rmojava 3asB 00 KOHKYPEHTIB, IKi HIOUTO MOPYIIYIOTh aBTOPCHKI IIpa-
Ba” [9]. BigmosigHo 1i pusuKH, 1[0 MOB’sI3aHi 13 3aXMCTOM 00’€KTIB aBTOPCHKOTO
npaBa B Mepeki [HTepHeT, OyayTh MPEAMETOM yBard 3aKOHOABIB y HaIPsIMi
B/IOCKOHAJICHHS BETOBAHOTO 3aKOHY.

THmmii acriexT mpobeMu — 1ie moTpeba CTBOPEHHST CIPUSTINBUX YMOB JIJIsT Be-
nennst IKT-6i3Hecy, ajzke ChOTOHI ICHYIOTH OOTSIKJINBI TIPOTIELY PY BUXOLY Ha PH-
HOK TeJIEKOMYHIKaIliii, cepeji SKKX /It Y9aCHUKIB PUHKY iCHYIOTH IIPOOJIEMHM, KPiM
BKJIIOUEHHS /IO PEECTPY OIlepaTOPiB, MPOBaKIEPIB TEJIEKOMYHIKAI[IA, HEIOCTATHHO
BpETryJIbOBaHI BiTHOCHHMY /11 3a0e311e4eHHsT eKOHOMIYHOT KOHKYPEHI[il Ha pUHKaX
NedKUX TeJIeKOMYHIKallIHHUX TIOCJYT, a came: Ha 3aKOHOJIaBUOMY PiBHI He BU3HA-




YeHO 3acajiv MPOBE/IEHHS aHaJi3y PUHKIB TeJEeKOMYHIKAIIMHUX TTOCTYT, TTepesik
PeryasTopHux 3000B’sI3aHb JIJIsI OIIEPATOPIB, IPOBAEPiB TEJIeKOMYHIKAIiH 3 ic-
TOTHOIO PUHKOBOIO II€PEBArol0 i TOBHOBAKEHHS HAI[IOHAJIBHOTO PETyJIsTopa 100
iX 3aCTOCYBaHHS; BiJICYTHI e(peKTUBHI MeXaHi3Mu Harjgay (KOHTPoJio) y cdepi
TeJIEKOMYHIKAIIiH, CIPSIMOBaHI Ha 3aII00iraHHs MOPYIIEHHSAM Ta 3HUKEHHST TOTEH-
IIITHO MOYKJIMBOTO TUCKY Ha CY0 €KTHU TOCTIOAPIOBAHHS, 3MEHIIIEHHSI KIJIbKOCTI T1e-
PeBipOK Takux cy0’€KTiB; HEBUKOHAHHS B TIOBHOMY 00csi3i 3akoHy Ykpainu “ITpo
JIepsKaBHY IATPUMKY PO3BUTKY iHAYCTPil MporpaMHoi PoAyKIlii” ToIo [S].

OxpeMO pO3TIgHEMO NUTAHHS CITIBBiHONIEHHS 1HMOPMAIlIITHOTO Ta MOCTIiH-
(bopMaIliifHOTO CYCIIiIBCTBA, sike Oye BUIIOI0 (ha30i0 PO3BUTKY iH(POPMAIIITHOTO
cycrinberBa. Tak, /[. 3070TyXiH cTBep/KYE, 110 y yepBHi 2016 p. HA KOHpepeH-
11ii MinictepcrBa iHngopMaIliifHOI MOMITUKY YKpaiHU 00TOBOPIOBAINCS TUTAHHS
po30y0BH iH(MOPMAIIHOrO i 3apo/KeHHs TOCTIH(OPMAI[IHHOTO CYCIiIbCTBA.
B Ykpai#i 11e 6yB mepiimii odimiitHIi 3axXiz], OpraHi3oBaHMIT AePKaBHUM OPTaHOM,
Ha STKOMY 0OrOBOPIOBAINCS OT0 TiepereKTrBr. OHIM i3 HalrpsiMiB 00TOBOPEHHST
OyJI0 BU3HAHO, IO “Ti KpaiHu i ypsaau, SKi He MATPUMAIOTh “IMBLIi3aliiiHIIT BHU-
6ip” BUCOKOTEXHOJIOTIYHOTO JTI00i, Yepe3 JessKuil Jyac (SIKUi 3a TerepilmHix yMOoB
He Oyjie HaATO TPUBAINM) OYyTh 3MYIIIEHi BiIMOBUTHCS Bijl CBOTO CYBEPEHITETY,
OCKIJIbKU Jlep;KaBHUI allapaT He 3MOsKe 3aCTOCOBYBATU IHCTPYMEHTHU IPUMYCY /10
iHCTpyMEHTIB Po3BUTKY iH(opMaitiiinoro mpoctopy” [10].

OxpeMuii acrexT mpodIeMu — 1€ CTPIMKII PO3BUTOK IITYYHOTO IHTEIEKTY, SIK
OJlHA 13 XapaKTepUCTUK “4eTBEPTOi 1HAYCTPIaTbHOI PEBOJIOINII", IKUH Y TepCIeK-
TUBI MOJKe HeCTH IeBHY 3arposy JoAcTBY. 1likaBo mpo 1ie 6yJio omucaHo y mpaiii
[OBanga Hosa Xapapi “Sapiens: KpaTkast uctopust yesioBeuectBa”, M0 “IITYYHUN
iHTEJIEKT MMOYMHAE TePEBEPITYBATH JIOACHKUI, 1 X04a B MAaOyTHHOMY HAI€BHO
3’ABAATbCS HOBI Tpodhecii, TBEP/10i BIIEBHEHOCTI, 1110 JIIOJMHA BIIOPAETHCS 3 HUMU
Kparlie, Hi2K KoMIT'1oTep, HeMae. HoBe MOKOJIIHHS 3ITKHETbCS 3 HACJIIKaMU ITi€l
TEXHOJIOTTYHO1 eBoJIIoIl. Bennka yactrHa 3HaHb, SKI [ITU 3apa3 OTPUMYIOTD Y
IKOJTi, ITBHU/IIIIE, CTaHe MapHOIo, Kon iM Oyze 40—50. SKio BoHM 3aX04yTh TIPO-
JIOB)KYBaTHU MPAIIOBATH, IM JI0BEIeThCA BECh YaC 3aHOBO I1i13HABATH CBIT, BIJIKpUBa-
TH B cO01 BCe HOBI 1 HOBI MOKJIMBOCTI, pearyBaTi Ha 3MiHU Bce MBU/IIIE i mBuie”
[11].

Tepmin “geTBepTa iHAyCTpiaJbHA PEBOJIIOLIS1” BUHUK 3aB/ISIKUA B1JIOMOMY IIBEii-
rapcbkomy ekonomicty Kimaycy Mapriny I1IBa0y miciist itoro my6stikariii B sKypHa-
mi Foreign Affairs (ii me nHazuBaiots cydacaum “Kamitamicrunanum manidectom”).
YeTBepTy iHAYCTPiaJbHY PEBOJIOIII0 BiH IPOIOHYE HasuBaTU IUQPOBOIO, 00 ii
0COBJINBOIO XaPaKTEPUCTUKOIO € CTUPAHHS BiAMIHHOCTEN MixK (isnuHo0, I po-
BOI0 Ta Giosoriunoio cepamu [12]. IIpore B pesyibraTi HoAIOHUX 3MiH IOCTAIA
HU3Ka BUKJIMKIB, SIKi TOTPEOYIOTH HEraitHO pearyBaHHs i3 BpaxyBaHHSIM OCHOBHHX
ctanzaptis Pagu €Bponu i mpaktuku €porneiicbkoro Cyy 3 mpaB JIOAUHU, SKi
MafOTh CTaTH B 3aKOHOTBOPYiit pPOOOTI HAIIPSIMOM IIOA0 PeOPMyBaHHS 3aKOHO-
JIaBCTBa B ay/II0BI3yaJIbHOMY CEKTOPI, y cepi eJIeKTPOHHUX KOMYHIKaIliii, Tpu pe-
(bopmyBaHHI 3aKOHO/IaBCTBA 1I10/I0 3aXUCTY 1HTEJIEKTyaJbHOI BJACHOCTI OHJIAIH,
3aXUCTy TPUBATHOCTI 1 MePCOHAJIBHUX JAaHUX, 3 JOTPUMAHHIM CTaHAAPTIB CBO-
60/ BUPaKEHHS TIOTJISAIB K odiaiid, Tak i onmaiin. OcobauBy aKTyanbHICTD
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Ma€ MUTaHHS BJOCKOHAJEHHS TPOTPAMHOT0 3a0e3IeYeHHs isIbHOCTI OCHOBHUX
JepsKaBHUX IHCTUTYIIIi, OpraHiszaiiiii Ta miIpUeMCTB. 3 METOIO TIOL0JIaHHS MO/i0-
HUX HETaTUBHUX SIBUII OTPIOHO, SIK BiZI3HAYEHO B PE30JIOLIi 7-T0 YKPaiHCHKOIO
Dopymy 3 ynpasiinns [ntepruerom Big 14 sxoBTHs 2016 p., BIpoBasKyBaTH IPO-
rpamMy 3 MiJIBUIIEHHS MeJlarpaMOTHOCTI HaceJieHHd, TpodeciiiHuX CTaHIapTiB
OHJIATHOBOI KYPHAIICTUKH, TTPOIOBKEHHI pedOpM MI0/I0 TTPO30POCTI BJIACHOCTI,
HeJIONYIEeHHS KOHI[eHTPallil Ha MelIfHOMY PUHKY 1 He3aJIe;KHOCTI peJlaKIliiiHoOl
nonituku 3MI Bij BIIMBY OMTUYHO-(DIHAHCOBUX OJTirapXiyHux ki [13].

Takoxk BHKJIaAeHe CBIAYUTD PO TOTPeOY MPUUHATTS HOPMATUBHO-TIPABOBUX
aKTiB, y IKMX TepeadadaBcs 6 MexaHi3M 3axXuCTy iH(GOPMAITHIX TTpaB TPOMAJIsTH
BiJl IIPOTUIIPABHUX [ill TpeTixX 0ocib 1momo indopmairii Ta oOMeKeHHs 11 BIUTMBY Ha
0co0y, B TOMY YHCJI i B Mepeski IHTepHeT.

CporojiHi 0ITHO3HAYHO MOKHA CKa3aTH, 1110 Hi Jiep:KaBH, Hi iHIII CBITOBI mpode-
ciitHi iHCTUTYII HE MOJKYTh CAaMOCTIITHO GOPOTHCS B IIOBHIN Mipi 3 TUMU BUKJIU-
KaMM, SIKi TTIOCTaJIN Y 3B’43KY i3 po3imupeHHsm [urepuety. /[o HUX cJiij BijHeCTH:
BUKJIMKY 100 KiOGeP3JI0YMHHOCTI, 3aXUCT aBTOPCHKOIO IpaBa Y MePesKi, MOMIu-
pPeHHsT AUTA4Y01 mopHoTpadii, XakepcTBO B €KOHOMIUHIN Ta MOJITUYHIN cdepax,
1[0 € CBi{YEeHHAM MOTpeOM KOHCOMIIAIII epsKaB i TPOMaISHCHKOTO CYCITIbCTBA B
HOIIYKY BUPIIIEHHS JaHUX BUKJINKIB Ta BUPOOJIEHHS MIKHAPOAHUX CTAaHIAPTIB y
3azHavyeHiit cepi.
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Koncmamosano, wo 3 nosieoro i cmanosiennam Ilnmepne-
my K NeeHol Mepedct BUHUKILA HOBA ZPYNa NPas, nos si3aHux
3 ix euxopucmanmusm y mepeixci Inmepnem, wo nompebye sk
HAYKOBUX 0OTPYHMYBAHD, MAK | NPABOBOZO PE2YI0BAHHS 3A-
suauenux eionocun. Hazonowyemocs, wo eiocymmii naiemrc-
HULL MEXAHI3M 3aXUCTNY THOOPMAUTHUHUX NPAB 2pOMAOsi 6i0
npomunpasHux ol mpemix ocioé, a inpopmMauitini UKIUKU ma
Kibepbe3nexy He MOJNCHA Pe2yi08amu TuuLle Ha HAULOHAILHO-
My abo €6PONEUCLKOMY Pi6Hi, 0Nl Ub020 HEOOXIOHI MINCHA-
PoOHi cmandapmu ma npasuia. Bunuxia nompeba y 60ocko-
HaLenni npozpamiozo 3abesneuenns OiSAbHOCME OCHOBHUX
0epAHCasHUX THCMUMY YT, OP2anHi3ayill ma nionpuemMcms w000
nonepeoscentst inpopmayiinux 3azpos. Buokpemieno nosuil
6ud 3azpos, nog’ssanux 3 Inmepnemom, a came pusuxu, wo
n06’3ami 13 3axXUCmom 00’ €Kmie asmopcvkozo npasa y me-
peorci [umepnem, wo nompebyoms HALEHCHOZ0 Peazy6anis 3
boky depacasu. Bidsnaueno, wo icnye nompeba nputinsmmsi
3aK0HO0ABUUX aKmis w000 OJOKYSaHHs ma Qiibmpyeans
He3aK0oHH020 Koumenmy 8 Inmepuemi, wjo cmocyemvcs 3axu-
cmy npas dimeii, bopomvou 3 mepopusmom mouo. Bcmarnos-
JIeHO, W0 ICHYE Nompeba cmeopenis CNPUSMAUBUX YMOB OlLsl
sedennst IKT-6isnecy ¢ Yepaini uinsixom nputinsmmst 6iono-
6101020 3aKOHO0ABCMBA, WO PE2YTIOE 3A3HAUCHT BIOHOCUNIL.
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Y 36’s3xy 3 mum, wo 6 Yxpaini icnyromo nepenonu uodo wi-
POK020 uKopucmanms Inmepremy: Hu3vKul pieerns nokpum-
mst i mediazpamomuocmi nacenenst, Heobxiono enposadumu
npoepamu 3 nidGUUEeHHsT Mediazpamomuocmi HAaceleHHs,
npoghecitinux cmandapmis OHAAUHOBOL HCYPHALICTUKU, NPO-
dosacennsi peghopm wo0o npo3opocmi 6AACHOCMI, Hedony-
WeHHS. KOHUeHMPauii na MeOiiiHoMY PUHKY | He3AIeNCHOCTIE
pedaxuiinoi norimuxu 3MI 6i0 eniusy norimuuno-g@inanco-
8UX Zpyn.

The fact is ascertained that the emergence of Internet as a
specific net caused appearance a new group of rights related to
their use of the Internet, which requires both scientific justifi-
cation and legal regulation of these relations. The article notes
that there is no proper mechanism to protect information rights
of citizens against unlawful acts of third parties, and informa-
tion and cyber security can not only be regulated at national or
European level, this requires international standards and reg-
ulations. It is emphasized that the improvement of software of
major public institutions, organizations and businesses to pre-
vent threats to information is necessary. A new type of threats
related to the Internet, such as risks relating to the protection
of copyright on the Internet that require adequate response of
the state were determined. The fact is ascertained that there is
a need of adopting legislation on blocking and filtering illegal
content on the Internet relating to children’s rights, fighting
terrorism, and so on. It is established that there is a need to
create favorable conditions for conducting the ICT-business in
Ukraine, with legislation governing these relations. Due to the
fact that in Ukraine there are obstacles on the widespread use
of the Internet: the low coverage, the low level of media litera-
cy, the idea of the need to improve media literacy, professional
standards of journalism online, continuing reforms on trans-
parency property, preventing concentration in media markets
and independence of the editorial policy of the media from the
impact of political and financial groups are supported.

Koncmamuposano, umo ¢ nosieaenuem u cmanosienuem
Humepnema xax onpedeiennorl cemu 603HUKAA HOBASL ZPYN -
nanpas, C6A3AHHHIX ¢ UX UCNOb306aNuem 6 cemu Humepnem,
umo mpebyem Kax HayuHvlx 060CHOBANHUIL, MAK U NPAB0BOZO
pezyruposanus YKasannvix omuowenui. Ommeuaemcs, umo
OMCYmcmeyem HAOLeHCAUUT MEXAHUIM 3AUUMbL UHDOP-
MAUUOHHBIX NPAB ZPANCOAH OM NPOMUBONPAGHBIX 0CTiCTEULL
mpemvux Jul, a UHQOPMAUUOHHBIE 6bI306bl U KUOEepOe30-
NACHOCb He MONCem PezyiuUposamvCsi MoAbKO HA HAUUO-
HATLHOM UL eBPONELICKOM YPosHe, 0L 9M020 HeobX00UMbL
Meancoynapoonvie cmanoapmol u npasuia. Iloouepxusaem-
Cs, UMoO HeoOX00UMO COBEPULCHCTNBOBAHUE NPOZPAMMHOZO
obecneuenus 0essmenrvHOCmiU OCHOBHBIX 20CYO0aAPCMEEHHBIX
UHCTIUMYMOB, 0P2AHUSAUULL U NPEONPUAMULL N0 npedynpe-
HCOCHUIO UHDOPMAUUOHHBIX Yepo3. Bvidenen noswlil 6uo ye-
P03, cesizannvix ¢ Mnmepnemom, a uMenno pucku, Cesi3anmble
¢ 3auumotl 06eKmos asmopckozo npaesa 6 cemu Humepuem,
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mpebyouux Haoiexrcauezo peazuposanus zocyoapcmea. Cy-
wecmeyem HeoOX00UMOCI NPUHAMUSL 3AKOHOOAMETLHBIX
aKmos OMHOCUMENLHO OLOKUPOBAHUSL U QUILMPAUUU HE3A-
KOHH020 KoHmenma ¢ Mnmepneme, umo xacaemcst 3aujumaol
npas demeii, 60pvOLL C MEPPOPUSMOM U M. N. YCMaH081€eHO,
umo neobxo0umo co30amn 61azonpusmmwle Yciosus s ée-
Oenus UKT-6usneca 6 Ykpauine nymem npunsimust Coomeem-
CMBYUWEe20 3aK0HO0AMENbCMEA, PELYIUPYIOUUX YKASAHHBLE
omuowenusi. B cesizu ¢ mem, umo 8 Yxpaune cywecmsyiom
NPEnsImcmeus: no Wupoxomy Ucnorv3osanuio Unmepnema:
HUBKUTL YPOBEHL NOKPLIMUS U MeOUazpamMoOmHocmu Hace-
JIEHUSL, HEOOXOOUMO BHEOPUMb NPOZPAMMbL NO NOBHIULEHUIO
MeOUazpamommHoCmu HaceieHust, NPOPecCUOHAILHLIX CIMAH-
0apmos OHAAHOBOI HCYPHATUCTIUKIU, NPOOOIICEHIUE PePOpM
nPO3PAUHOCMU COOCMBEHHOCIU, HEOONYUEHUS KOHUCHMPA-
Uuu Ha MeOUUHOM PbiHKe U He3ABUCUMOCTU DEOAKUUOHHOL
noaumuxu CMU om enusinus noaumuxo-@Qunancosulx epynmn.

Hagiviwna 26 rpyaHs 2016 p.
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