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OSINT, 9K NEPCNEKTUBHUW IHCTPYMEHT
KOHTPOJIIO 3A JIOBICTCbKOIO AIFJIbHICTIO B
KOHTEKCTI OEP)XABHOI BE3IMNEKHA

Anorauisn. CTaTTio NPUCBSIYEHO NOCTiI)KeHHI0O MeXaHi3My OTPMMaHHS pO3BigyBaJib-
Hoi iHdopmaiiii 3 Bigkputux mrepes (OSINT), Ik mepcrieKTMBHOTO iHCTPYMEHTY KOHTPO-
JII0 32 JI0OiCTCHKOIO MiSTTbHICTIO B KOHTEKCTi AepyKaBHOI 6e31eKN.

ABTOpOM IpoaHaIi30BaHO SIK BITUM3HSIHI TaK i 3apy0iskHi MigX0oay 10 po3yMiHHS ITPO-
1lecy OTpMMaHHSI PO3BigyBaabHOI iHMOpMaIlii 3 BiIKpUTUX IKepes Ta 3alPOIOHOBAHO
BiacHe BusHaueHHs1 OSINT. Okpemy yBary mpucBsiueHo Knacudikaliii mskepern, siki Mo-
KyTb O0yTU BUKopucraHi y OSINT.

3 omtsimy Ha Te, o B YKpaiHi HabyBae memasti OibI0il aKTyaabHOCTI ITOTpeba peryio-
BaHHS JIOGi3My, aBTOPOM 3alIpOIIOHOBAHO CTBOpeHHs HailioHanbHOi pagy YKpainu 3 mm-
TaHb peryaoBaHHs 106i3my (HPYPJI), sik KojeriaabHOTO OpraHy, OpieHTOBAaHOTO Ha 3aXMCT
HalliOHAJIbHMX iHTepeciB YKpaiHy Ta peasi3allilo JepskaBHOI 6e3IeKu.

V nipoueci gocrigkeHHsT Bu3HaueHO nepeBaru OSINT gjst BUKOpUCTaHHS y TIpoIieci
HamISIAOBOI misutbHOCTI HatioHanmbHOI paay YKpaiHyu 3 MUTaHb peryaoBaHHS 106i3My. [1o
TaKMX BiJHECEHO: eKOHOMIIO Yacy Ta PecypciB IIJITXOM MePBMHHOTO 3060py iHdopmariii 3
BiIKPUTUX JI5KepesT OO0 Mis/IbHOCTI CyO’€KTiB J100i10BaHHS ; MOXK/IMBICTb HAJAHHS KepiB-
HUIITBY KpaiHu IKicHOI aHa/IiTMYHOI iHpopMaIlii ITpo MoTeHIIiiTHO Hebe3eUHy TislIbHICTh
Cy0’eKTiB J100iF0BaHHS; MOXK/IMBICTh OMPUIIOAHEHHS] OTPMMAHOI IUISIXOM 3aCTOCYBaHHS
OSINT indopmariiii rpo MmopyuieHHs, 3ilicHeHi cy6’eKTaMu JIOOil0OBaHHSI B TIPOLIECi iX mi-
SUTbHOCTI, 3 OIISIAY Ha BiIKPUTUIA XapaKkTep Takoi iHpopmaiiii (1110 J03BOMNTD BigbouBaTU
iHpopMalliiiHi aTaky HegOOPOCOBiICHMX JI00iCTiB Ta BiZKMIATH 3BMHYBAYEHHS Y IECIIOTii
HPVYPII). DogaTtkoBo edpexktuBHicTh OSINT myst HPYPJI 6yme 06yMOBI€HO TUM, IO A0 CKJIa-
nmy HPYPJI BxonsaTh ¢axiBIli 3 pisHUX rajysei 3HaHb Ta cep MisiTbHOCTI.

Ha nepexoHaHHs aBTOpa, akTuBHe BUkopuctaHHsi OSINT y gissibHocTi HPYPJT mae
CTaTy 3arOPyKoIo epeKTUBHOCTI peryaoBaHHs 106i3My B YKpaiHi, 0CO6IMBO Y KOHTEKCTI
JepyKaBHOI Oe3MeKu.

KmiouoBi ci1oBa: po3Bigka, BimkpuTi mKrepena, indopmaliist 3 BiIgKpuTUx mKreper, 36ip
po3Bigganux, OSINT, mepskaBHa 6e3I11eka, 106i3M, HationasnbHa paga YKpainu 3 nmuTaHb
peryyioBaHHS 100i3my.

201




Yarovoi Tykhon Sergiyovych, Candidate of Sciences (Public Administration), Associate Professor
Interregional Academy of Personnel Management (Kyiv), Department of Public Administration,
Ukraine. Interregional Academy of Personnel Management, 03039, Kyiv, Str. Frometivska, 2, tel.:
097-956-39-63, e-mail: tikhon_9563963@ukr.net

ORCID: 0000-0002-7266-3829

OSINT AS A PROMISING TOOL FOR
CONTROLLING LOBBYING ACTIVITIES IN THE
CONTEXT OF NATIONAL SECURITY

Abstract. The article focuses on exploring the mechanism for obtaining open source
intelligence (OSINT) as a promising tool for controlling lobbying activities in the context
of national security.

The author analyzes both domestic and foreign approaches to understanding the pro-
cess of obtaining intelligence from open sources and proposes his own definition of OSINT.
Particular attention is given to classifying sources that can be used in OSINT.

Given the increasing need for lobbying in Ukraine, the author proposes the creation
of a National Council of Ukraine on Lobbying Regulation (NCULR) as a collegial structur
focused on protecting Ukraine’s national interests and realizing national security.

The study identified the benefits of OSINT for use in the oversight activities of the Na-
tional Council of Ukraine on lobbying regulation. These include: saving time and resourc-
es through the initial collection of open source information on the activities of lobbying
entities; the ability to provide the country’s leadership with high-quality analytical infor-
mation on potentially dangerous activities of lobbying entities; the possibility of publiciz-
ing the information obtained through the use of OSINT regarding the illegal activities of
lobbyists, given the open nature of such information (which will repel information attacks
by unscrupulous lobbyists and dismiss for charges NCULR as a despot). Additionally, the
effectiveness of OSINT for NURRL will be driven by the fact that NCULR is comprised of
professionals from various fields of expertise and areas of activity.

According to the author, the active use of OSINT in NCULR activities should be the key
to the effectiveness of lobbying regulation in Ukraine, especially in the context of state
security.

Key words: intelligence, open source, open source information, intelligence collec-
tion, OSINT, state security, lobbying, National Council of Ukraine on Lobbying Regulation.

ITocraHoBka mpoonemu. Ilepexin
YKpaiHCbKOI'O CYyCHiJbcTBA y iH(opMa-
1iiiHy eroxXy o0yMOBUB SIK 3MiHY iCHYIO-
YMX MeXaHi3MiB 3aXMCTy HalliOHAJbHUX
iHTepeciB Ta peanizallii HOMITUKKU Tep-
’KaBHOi Oe3IeKM, TaK i 3armpoBaKeHHS
HOBMX MeXaHi3MiB, 30KpemMa — ITiIXOMdiB,
dbopM, iHCTpYMEHTIB 0OpPOOKM BEIUKUX
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MacuBiB iH(popMallii SIK y IMBibHI, TaK
i y BilicbKOBilt cepax.

OCoOMMBMM iHCTPYMEHTOM pPOOOTH
3 iHpopMaliii, SKuit MposiBUB cebe y Biii-
CbKOBIi pOo3Biflli, a 3rooM HaOYB ITOIIN-
peHHs y IIMBiNbHIN cdepi, € OisTbHICTD
10 OTPUMMAaHHIO PO3BimyBasbHOI iH(OP-
Mmailii 3 Bigkputux mxkepen (Open Source
INTelligence, Hamani — OSINT), 1o Haby-




Ba€ genasi OiJbIIIOr0 3HAUEHHS, B TOMY
YMCIIi — Y Ipolieci TOTaJibHOI KOMIT'I0Te-
pusailii 6i3Hecy, NMPOMMCIOBOCTI, mep-
>KaBHOTO YITPaB/IiHHS, TPAHCIIAPEHTHOCTI
BCix cdep KUTTS y I7106anbHil iHbopma-
LIiiHi Mepexi IHTepHeT.

Hapa3si, 3a pesynbTaTammu pi3HUX
eKCIepTHUX OIIiHOK, aMepUKaHCbhKi pO3-
BilyBa/IbHi CITY>KOM 3 BiZKPUTUX IIsKEpe
I00yBaIOTh Bif 35 % mo 95 % posBigma-
HUX. Y IIPOBiAHMUX KpaiHaX CBITy cucTemMa
OSINT € BaxKIMBUM iHCTPYMEHTOM 3aXM-
CTy HAl[iOHAJIbHMX iHTepecCiB Ta OCHOB-
HOIO CKJIaJIOBOIO B HisZTbHOCTI MPOdiib-
HMX CMJIOBUX BigomcCTB. 30kpeMa, B CIIIA
Ta Kpainax HATO icHyOTb OKpeMi mepe-
Ki LIEHTPiB, 1[0 3a/iMAIOThCST 30MPAHHSIM
Ta 00poOKoI0 iH(OpMaIlii 3 TTOZATBIINM
dbopmyBaHHSIM BiAMoBimHMX 6a3 ma-
HUX Ta MPAKTUIHUM iX 3aCTOCYBaHHSIM
IJIS. IPUIAHATTS HeoOXiAHMUX pilieHb. [1,
c. 64]. B VkpaiHi, 3 2014 poky 3piiicHI0-
IOTbCSI OKpeMi CIIpoOM BUKOPUCTAHHS
OSINT vy BiiiCbKOBIii1 AiSITbHOCTi, OOHA-
ye BUKOPUCTAHHS 1IbOTO iHCTPYMEHTY Y
IlepskaBHOMY YITPaBJIiHHI BCe IIIe Iepeoy-
Ba€ Ha eTari HayKOBUX PO3POOOK, IO i
00yMOBJTIOE€ aKTyaJbHICTh TEMM HAIIIOTO
IOCTiIKeHHS.

AHanmiz ocranHix myoOmikamiii 3a
Mpoo6IeMaTUKO. JIOCTiIKeHHIO MTPO-
6/1eMaTUKM KOHTPOJIO 3a JI06iCTChKOIO
IiSUIbHICTIO, B TOMY UM — B KOHTEKCTI
3abe3mneueHHs SIK HalliOHAJbHOI Oe3Ire-
KM B IIIJIOMY, TaK i JepskaBHOI Oe3IeKu
30KpeMa, MPUCBIYYBIM CBOIO YBary
psf, BiTUM3HSIHMX BYeHMX. [liArpyHTSIM
IJIST TAHOTO JOCTiI)KeHHST CTa/Ii OKpeMi
imei, HampalloBaHHS TaKUX OOCTiTHU-
KiB sk O. B. I'pocdenpa, O. B. [garines,
P. M. MauikeBuy, 1. IT. Miryc, M. I1. Hento-
xa, B. @. HecrepoBuu, A. M. OHympi€HKO,
O. I[Topduposuu, B. B. Posuuii, €. O. Po-
MmaHeHko, [. [I. CutHuk, B. B. Cymchbka,

€. b. Tuxomuposa, B. JI. ®emopeHKO Ta
inmmx. OKpiM TOro, B poboTi BUKOpU-
CTAHO HampalloBaHHS II0A0 OTPUMaHHS
po3BigyBanbHOI iHGopmallii 3 BigKpu-
Tux mKkepen (OSINT) Takux aBTOpIB SIK
K. B. Bmracos, O. 0. Ioxos, O. B. MMUHBKO,
B.T. Onenuenko, H. ®. PxkeBcbKa, Ta psay
iHIINX.

OpHak, OOCTIIKEeHHSI TepCIeKTUBU
BukopuctanHs OSINT mis ouiHKuM 3a-
TPO3 JepsKaBHili 6esmerli y J100iCTChKiit
JisSUTbHOCTI, MOCI TUIIAIOTHCS MO 3a yBa-
rOI0 BITUM3HSIHOI HAyKOBOI CITIIBHOTH,
10 MU ¥ CITpoOyeEMO HaZOTY>KUTH.

dopmynoBaHHA Ligen (MeTu)
crarrti. JloCaiIKeHHS MeXaHi3My OT-
pMMaHHS PO3BimyBaJbHOI iHGOpMaIlii
3 Bigkputux mxepen (OSINT), gk mep-
CIIEKTUBHOTO iHCTPYMEHTY KOHTPOJIIO
3a JIOOICTCHKOIO NiSIIbHICTIO B KOHTEKCTI
Jep>kKaBHOI Oe3MeKn.

Bukiaa oCHOBHOrO MaTtepiany go-
caippkeHHs. [1J151 TOBHOILiHHOI apryMeH-
Tallii JOPEeYHOCTi 3aCTOCYBaHHS PO3Biay-
Ba/IbHOI iHdOpMallii 3 BITKpUTUX IKepes
y IIpolieci KOHTPOJIIO 3a JIoOiCTChKOIO
IiSUTBHICTIO Ta 3 OIVISIAY HA BiJHOCHY HO-
BU3HY TaKOTO iHCTPYMEHTY PO3BiIKM SIK
OSINT B yKkpaiHCbKiii HAyKOBiii AyMIii, B
Tepury 4epry BBaKaeMo 3a JOpeuHe 3y-
MIMHUTUCS Ha IPUPOZi LIbOTO ITPOLIECY.

Ha AymMKy psay BIiTUM3HSHUX [O-
CIJHUKIB ~ OTPMMAaHHS  PO3BiAyBajib-
HOi iHQopMalii 3 BigKpUTUX mDXKepen
(O. B. MusnbKo, O. IO. Ioxos, B. T. Onen-
yeHko, K. B. BinacoB), 06MeKy€eThCsT OT-
puMaHHSIM iHdopmallii 3 KibeprpocTopy
[2]. M1 He MOXXeMO ITOTOOUTUCS 3 TAKUM
BM3HAUEHHSM, K 3aHAATO 3BY>KeHUM. Y
BUIbHOMY JIOCTYTIi ITepeOyBa€ Besimye3Ha
KiJIBKiCTb JisKepest iHpopMmaliii, i ooMexy-
BaTM iX KOJIO BUKJIIOUHO KiGepIipocTo-
pPOM — O3Haya€ pO3IIAaTv JMIle OIHY
Hinry OSINT.
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IHmi gocmigHuky (H.®. PkeBcbKa,
O. O. Koxyuko), y3araJbHUBLIM IIpa-
IIi 3apyOi’KHMX KOJIeT, BBaXKAIOTh, IO
OSINT - oxmHa 3 dopm Ipoiiecy opraHi-
3allii Ta ympaBjiHHS 3060pOM pO3BiITy-
BaibHUX naHux (Intelligence Collection
Management), 110 BK/IIOYA€E iX MOLIYK i
BizIOip i3 myOIiYHMX 3araJbHOIOCTYITHUX
IKepest, ToOyBaHHS Ta aHaTi3 iHpopma-
11ii, popMyBaHHS PO3BiAYBaJbHOIO [10-
KYMEHTY OJISI TPUIHSITTS BiAIIOBiAHOIO
pimmenHst [3, 4, 5]. OCKiJIbKM 0OCOGIUBY
yBary OSINT 6yno nipucBsiueHo B CIIIA,
i 3pemro, came B CIIIA 6yno Brepiie
BUOKpPEMJIEHO eVl iHCTPYMEHT pO3BiJ-
K, MM BBaXXaeMo, IO AOIIbHO TaKOX
BpaxyBaTy BU3HAueHHS, sSIKe € YHOPMO-
BaHMM B 1IiJi KpaiHi. 30KpeMa, BiAIOBI/I-
HO 1o 3akoHy CIIA «National Defense
Authorization Act for Fiscal Year 2006»,
pO3BiiKa BiAKpUTUX IKepea — 1ie Po3-
Bi/iKa, 1110 3MiiICHIOETHCS LIJISIXOM 300Dy,
00poOKM Ta Tepenavi 1iIbOBOMY aipe-
caty iHgopMaliii 3 3arajJibHO JTOCTYITHUX
BiAKpUTUX OKepesl 3 MeTOK BUpillleH-
HS KOHKPETHMX 3aBJaHb pO3Bigku [6].
3 omsgay Ha 1le, BBaKAaEMO 3a JOpeuHe
posrnsaaaty OSINT gk Taky ¢opmy po-
60T 3 pO3BiAYBAIBHMMM HAHMMMU, IIO
BKJIIOUAE iX IMOIIYK i Bimbip 3 myOmiuHMX
3arajJbHOMNOCTYITHUX [Kepesi, TTOHaJIbIly
kinacudikaiiito Ta aHaniz iHdopmariii, 3
dbopMyBaHHSIM BUCHOBKIB, 1110 HaJal0Th-
Cs1 KepiBHUIITBY Ta MOXYTb CJIYyTyBaTu
MiACTaBOI IJiSI TPUMAHSITTS YIIpPaBiH-
CbKMUX pillleHb.

B 1iyiomy, 10 mKeped, 110 3aCTOCOBY-
10TbCsl B OSINT, BiZHOCSITh: Yy akageMiu-
Hilt cdepi — mporpamMHe 3abe3IeueHHs],
JIyceprTallii, J1eKilii, Ipe3eHTallii, JOCIiI-
HUIIbKI poOOTM, 3HAHHS B JPYKOBAHO-
My Ta €JIeKTPOHHOMY BUIJISIAI 3 €KOHO-
Miku, reorpadii (¢pisuuHa, KyabTypHa,
BiJiCbKOBO-IIOJMITUYHA), Mi>KHapOJHUX

BigHOCKH, perioHajbHOi 6e3meku, Hay-
KU 1 TeXHOJIOTil; Y JepKaBHUX, MIKIEP-
’KaBHUX Ta HeAepsKaBHUX OpraHisairisix
(NGOs) — 6asu JaHuX, OINPUIIOTHEHA
iHdopmMmaliis, i IpyKoOBaHi 3BiTH, OTISAU
IIMPOKOTO CIIEKTPY B €KOHOMilli, Ha-
BKOJIUIITHBOMY cepemoBuiili, reorpadii,
TryMaHiTapHMUX Haykax, 6e3meku, Hayli i
TeXHilli; y KOMepIIiliHili Ta rpoMaaChbKii
cdhepax — MOMIMPEHi, OMPUIIONHEHI, Ipy-
KOBaHi HOBMHM MOTOYHUX MiXKHAPOAHMX,
perioHa/IbHUX 1 JIOKJIIbHUX TIOfiM; apxi-
BU (6i6mioTeKM) i MOCHITHUIIBKI IIeHTPHU
— IPYKOBaHi TOKYMeHTH i 1u¢poBi 6a3u
IaHUX 10 PsIAY MUTaHb TaKuX, SIK 3HAH-
HSI i HAaBMUKM iHPOpPMaIliiftHOTO IOIIYKY;
y iHOMBigyasibHii i TpynoBiii cdepax —
PYKOIMCHA, MaJIbOBaHa, OMyOJ/IiKOBaHa,
IpykoBaHa abo rmornmMpeHa iHbopMallis
(HaTrpuKIag MUCTEITBO, rpadiTi, TMCTiB-
KU, 1moctepu abo Beb-caiitu) [7]. To6TO
MOBa Jiie MpO BKpayi MUPOKUI meperik
I>Kepest, SIKUI OXOIUIIOE MPAaKTUYHO BCi
chepu IisSTIbHOCTI JIIOAVHNA.

[llogo momryky iHdopmalii y Bif-
KpUTUX [Kepejax, MpeacTaBIeHUX B
Mepexi IHTepHeT, TO SK 3a3HA4YaKTh 3
IIbOTO TIPMBOMY 3raayBaHi BiTUM3HSIHI
pocnigauky OSINT, mas LbOro BUKO-
PUCTOBYIOTHCS Pi3HI ITOITYKOBI CUCTEMMU.
Lle sk yHiBepca/ibHi MOUTYKOBi CUCTEMH,
Taki gk Google, Yahoo, Ask, Tak i crerri-
aji3oBaHi (Ojs MOIIYKY MYJIbTUMe[ili-
HOTO KOHTeHTy: ¢ororpadii, imoctpa-
IIii, MaJIOHKM, Bimeo Ta aymio daim
TOI1I0), Taki K TinEye Ta Bing. KoxxHa 3
TpeCTaBJIeHUX MOUTYKOBUX CUCTEM Mae€
BJIaCHi MexaHi3MM Ta CMHTAKCUC 3aIlu-
TiB, 110 3HAYHO CIIPOIIYE TPOILeC MOIIy-
Ky iHdopMaliii, aHasi3y Ta Bimbopy axe-
pen [2, c. 81]. TakuM UMHOM, HABiTbh IJIsI
nonryky iHdbopMmariii B Mepexi IHTepHeT,
TOTPiOHO MaTy TIeBHi pecypcy, iHaKIIe
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eeKTUBHICTb TAKOTO IIOUIYKY Oyde mo-
BOJIi HY3bKOIO.

[Ipn upomy, B CIIA icHye i meBHa
y3arajbHeHa Kkiacudikallisi BigKpUTUX
mkepen iHdopmarii. Ix pospingiors Ha
YOTUPY OCHOBHI KaTeropii:

1. IIMPOKO PO3MOBCIOMKEHI JaHi Ta
indbopmairis;

2. 1iJIbOBi KOMEPIIiiiHi JaHi;

3. eKCIepTHi OliHKMU;

4. «cipa» mitepartypa [8].

HoBOJIi pO3MUTHUIL, HA HepIInii I10-
711/, ITYHKT «Cipa JiiTepaTypa» Mae€, TUM
He MeHIl, 10BOJi KOHKpeTHe HaIlOB-
HeHHs. loBigHMK HATO (NATO Open
Source Intelligence Reader) mo «cipoi Ji-
TepaTypu» BiHOCUTb HAyKOBI AOIOBI/],
TeXHiYHi IHCTPYKIIil, EKOHOMIiYHi 3BiTH,
pobouy TOKyMeHTallilo0, HeoilliliHi ypsi-
IIOBi JOKYMEHTH, AucepTallii, MapKeTUH-
roBi gocrigkeHHd, iHpopMalliiiHi 6rose-
TeHi Ta 6araTo iHmoro. Bei i maTepiann
OXOIUIIOIOTh HAYKOBY, MOJITUYHY, COLIi-
a7bHO-eKOHOMIUHY Ta BiliCbKOBY cdepu
[9]. To6bTo MoBa iime mpo iHbopMalliio,
sIKa He € TAEMHOI0, ajie MepeBaKHO BU-
KOPUCTOBYETbCSI BUKIIOUHO (PaxiBIsgMMU
B Till UM iHIIiV ramysi i TOMy € BasKKO-
IOCTYITHOI0 200 Ba)KKO3PO3YMIJIOIO IJIsT
HedaxiBlsl. To6TO epeKTUBHICTh 3aCTO-
cyBaHHs OSINT 3HauHOW0 Mipolw 3aie-
KaTMMe Bif, HasIBHOCTI y CKJIaAi CTPYK-
TYpH, 110 361Mpae iHdopmaiiito, dhaxiBIliB
pi3HMX rajiy3eil 3HaHb. lleii MOMeHT, B
KOHTEKCTi HaIlloTro AOCiI)KeHHS, € BKpail
BaKJIMBUM.

VY cBOiX mormepenHiX IOCTiIKeHHSX
aBTOp HEOJJHOPA30BO HAMOJISITaB Ha IO-
Tpebi He JIMIIe Jierajisallii Jo6iloBaHHS B
VKpaiHi, ajie i1 CTBOpPEHHS BiIIOBiIHOTO
pery/siTopa — HaIJIsiIOBOTO OpraHy, 34aT-
HOTO 3aI06irTy 3arposaM HalliOHaJIbHil
6esrielli, SIKi MOXYTb CTaTM HaCIiIKOM
0e3KOHTPOIBHOI JTI00iCTCHKOI TisSVIbHOCTI.

30Kpema, KJIII0UOBe Miclie B po3po0/IeHO-
MY aBTOPOM 3aKOHOIIPOEeKTi rocigae Ha-
IioHa/JIbHA pafa YKpaiHU 3 MUTaHb pery-
JoBaHHS J1o6ismy (mani — HPYPJI), sika
€ KOHCTUTYLiIHMM, IOCTifiHO Ail0UYUM
KOJIETiaJIbHUM LEeHTPaJIbHUM OpPTaHOM
BMKOHABUOI BJIaau, 1O 3[iliICHIOE CBOIO
IiSIIbHICT 3 MeTOI0 3abesreueHHs Ha-
1IiOHAJbHOI Ge3meku ¥i iHTepeciB Ykpa-
iHM y TIpoLieci peecTpallii Ta HaMISIAY 3a
J106iCTCHKOIO OisSUIbHICTIO.

BigmoBimiHO [0 3ampOMOHOBAHOI
KOHIlernlii, HaimioHanbHa pajga cKia-
IAa€TbCS 3 IBAAISTU YOTUPbOX 0Cib. 3
HUX ciM uneHiB HPYPJI npu3HavyarThCs
BepxoBHoto Panmoro Ykpainu, ciM 4ieHiB
HPYPJI npusnHauvarorscs Ilpe3upmeHTOM
Vkpainu, gecsatb wieHiB HPYPJII e mok-
TOpaMy Hayk (2 — DJOKTOPU IOPUANIHUX
HayK, 2 — OOKTOPU HayK 3 Iep>KaBHOTO
VIIPaBIiHHS, 2 — JOKTOPU €KOHOMiUHUX
HayK, 2 — JOKTOPU TEXHIYHUX HayK, 2 —
IOKTOPU MeIUYHMUX HAyK), IKUX 0Oupae
3’i30 MOpenCcTaBHMKIB BUIIMX HaBYalb-
HMX 3aKJIaJiB Ta HAyKOBUX YCTAaHOB, IO
€ MpodQiAbHMMM Yy BiAMOBIAHMX HayKax
[10]. 3 ypaxyBaHHSIM 3ragyBaHMUX HaMy
Bumor 110 egextuBHoro OSINT, crae oue-
BUIHMM, 10 HasIBHiCTh y ckiaagi HPYPJI
HAyKOBIIiB Pi3HMX rayjy3eil 3HaHb CIIPU-
SITMMe HaJIe)KHOMY TMOIIYKy Ta aHaJsi-
3y iHdopmallii CTOCOBHO [ili Cy0O’eKTiB
7106i3My, SIKi MOKYTbh HECTU 3arpo3y Ha-
I[iOHa/IbHIN Oe3meli y 6ymb-sKiit cdepi
IiSITbHOCTI.

HopeuHicte 3actocyBaHHs OSINT
Yy SKOCTi IHCTPYMEHTY B KOHTPOJbHINI
Ta HarsagoBii misybHOCTIi HPYPII, 06y-
MOBJIEHA pSIIOM crenu@iuHMx mepeBar
IIbOTO PpO3BiAyBaJibHOTO MeTomy. st
HarJSAHOCTI PO3yMiHHSI TMepeBar 3a-
crocyBaHHsa OSINT, 3BepHeMOCs IO BU-
CJIOBJIIOBaHb aMEpPUKAHChKMUX Ta 3aximi-
HOEBpomechbKux ¢axiBiiiB. BigmosigHo
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IO IOaHMX 3i 3rafyBaHOrO MOOBiTHMKA
HATO mo OSINT, 3acTocyBaHHSI CUC-
Temu OSINT 1iHHe TUM, 1O OO3BOJISIE
paijioHami3yBaTu iHIII PO3BiAyBasbHi
pecypcy, BMKOPUCTABIIM IX Ha IOLIYK
numie Tiei iHdopmaliii, SKka He MOXKe
OyTM 3HalileHa Yy BiIKpUTUX [Kepesax
[9]. Takum unHOM, 3acTocyBaHHS OSINT,
SIK TIEPBMHHOTO iHCTPYMEHTY KOHTPOJIIO
3a JiSIIbHICTIO CYO’€KTiB JIOGiIOBaHHS,
IIO3BOJIMTDb 3HM3UTU BUTPATU Yacy Ta pe-
CYpCiB CYy0’€KTYy KOHTPOJIIO, TO3BOISIIOUM
BificiloBaTy HeCyTTeBi MOMEHTHM, abo K
HaBIaKM — BUSIBJISITY HaMOIIbII cyrepe-
YJIMBi, MOTEHII/IHO 3arpo3JMBi OJIs Jep-
’KaBHOI 0e3IeKy MOMEHTHU B HislIbHOCTI
Cy0’eKTiB JIOGilIOBaHHSI y)Ke Ha MepBUH-
HOMY eTalli ClloCcTepeskeHHSI.

TakoX, Ha IlepeKOHAHHS BiliCbKO-
Boro kepiBHuiTBa CIIIA, posBigka Bim-
KPUTHUX JIKepes € 3HAUyIIMM HaIlpsiMOM
PO3BilyBaibHOI OisI/IbHOCTI, SIKUIA TTOBU-
HeH OyTU iHTerpoBaHMI1 Y PO3BigyBasb-
HMI UMK OJIs1 TapaHTiii Toro, 10 0coou,
SIKi TMpuUiiMaloTh pillleHHs, QOpPMYIOTh
MOMITUUHUI KypC, IJIKOM i TOBHICTIO
npoindopMmoBaHi [8]. Y cdepi KoHTpoIO
3a JI0OOiCTCHKOIO IisI/IbHICTIO, aKTUBHE 3a-
crocyBa"Hs OSINT 3 6oky HPYPJI, nos-
BOJIUTDb He JIMIle BYaCHO BUSIBJISITU ITifI-
CTaBM OJIS1 3aCTOCYBAHHS TUX UM IHIIMX
CaHKIIi}i 10 Ccy0’eKTiB j100il0BaHHS, SIKi
MOPYIIYIOTh «IIpaBuja rpu», ajae u CBoe-
yacHo iHdopmyBatu [IpesupenTta Ykpa-
iHu, Ilpem’ep-MiHicTpa YKpainu, iHIINX
110CaI0BUX 0Ci0, 11010 CIIPo6 orocepe]-
KOBAHOTO JIOOICTCHKOTO BIUIMBY Ha HUX
Ta MOXJIMBUX HACTIIKiB I[MX CIIpoO (Ha-
TIpUKJIaM, TIOIIMPEHHST Cy0’eKTaMu J100i-
1oBaHHS y 3MI maTepiaiB, CIIpSIMOBaHUX
Ha aKTUBi3allil0 MPOTECTHUX HACTPOIB, 3
MeTOI TUCKY Ha 00’€KTU JI0Oil0OBaHHS).
Oco61BOi1 Baru 1ie HabyBa€ B KOHTEKCTi
MiATPMMAaHHS TOJITUYHOI CTabiIbHOCTI

B YKpaiHi, BXXUTTS IpeBeHTUBHUX 3aX0-
IiB, y TOMY YMCIi — 1151 3ab6e3redyeHHs
Jep>kKaBHOI Oe3MeKn.

OxpiMm TOro, amepMKaHCbKi aHaiTH-
k1 1iHyoTh OSINT 3a Te, 1110 pO3IOBCIO-
II>KeHHSI Ta BUKOPUCTAHHSI IlepeBipeHOil
inbopMmalii 3 BIIKPUTUX [Kepes, Ia€
3MOTY 3[i/iCHIOBaTM OOMiH Takoio iH-
dbopmartiiero 3 3apyoi>KHMMM COIO3HMKA-
MM, OCKiJIbBKM Tpu ii m0OyBaHHI He BU-
KOPUCTOBYIOTbCSI IPUXOBaHi MeTOOM Ta
cekpeTHi mkepena [8]. Takuii, 3gaBanocs
6 oueBUIHMIT MOMEHT, 03HAYae, IO pery-
asaTop nobicrebkoi misibHOCTI (HPYPID),
3a IOTpebu, MoXke IopaBaTu iHdopma-
11i10, OTpMMaHY 3 BiIKPUTUX [IKepes, He
JauIle A0 IIPaBOOXOPOHHMX OpraHiB, 3
MeTOI0 IIPOBeMIeHHSI PO3C/IiAyBaHHSI Ta
MPUTSITHEHHSI 00 BiAMNOBIAAJIbHOCTI IIO-
TEeHI[IIIHMX MPaBOMOPYLIHUKIB, aie i 10
3aco6iB MacoBoi iHdopMmaliii. Ile mo3Bo-
autb HPYPJI 3HauHO mOCIAOUTU MOXK-
nuBi (a 3 OISOy Ha BITUM3HSIHI peaii,
pajiie He MPOCTO MOX/IMBI, a IMOBipHI,
i myke MoOBipHi) iHdopMalliiiHi aTaku
Ha cebe 3 60Ky HeTOOPOCOBiCHUX Cy0’eK-
TiB JIOOiIOBaHHSI, 3BMHYBAuUe€HHS B yIIe-
peIskeHOoCTi, oOOMeXXeHHi iX mpaB TOIIO.
Amke, SIK BiIOMO, TpaHCIIAPEHTHICTb pe-
TYJISITOpA € OGHUM 3 Halibi/bIl e(heKTUB-
HMX MeTOZiB 3aXMCTYy JOTO peryTaliil Bif
BUKpMBJIEHHS iHopMaliii Ta BigBepTOl
«JleMOHi3allii» B 04ax rpomMaaCbKOCTi.

BUCHOBKM i TIIepCrIeKTUBU TIO-
JanbIIMX OOCTiIKeHb. B npoiieci aHa-
JIi3y iICHYIOUMX ITiAXOAIB A0 BM3HAUYEHHS
OSINT, Hamu 3ampOINIOHOBAHO BJIACHE
BusHaueHHd OSINT gk Takoi ¢popmu po-
00TH 3 PO3BiAyBaJbHUMM TaHUMM, IO
BKJIIOUAE iX IOIIYK i Bimbip 3 MyosmiuHmUX
3araJibHOJIOCTYITHUX [I>Kepes, TOAaJIbITy
Kinacudikalio Ta aHagi3 indopmarii, 3
dbopmMyBaHHSIM BUCHOBKIB, 1110 HAJaI0Th-
CSl KepiBHUIITBY Ta MOXYTb CJIYIyBaTu
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MiACTaBOK IJISI TPUMAHSITTS YIIPaBiiH-
CbKMX pillleHb.

Hopeunicts 3actocyBaHHs OSINT
y SIKOCTi IHCTPYMEHTY KOHTPOJIbHOI Ta
Hams1IoBoiI AisyibHOCTI HPYPII, 06ymoB-
JleHa psaoM crienndivyHuX mepesar 1bo-
IO pO3BiyBajJbHOTO METOY.

[To-niepie, 3actrocyBaHHs OSINT, gk
TIEPBMHHOTO iHCTPYMEHTY KOHTPOJIO 3a
TiSITIbHICTIO Cy0’eKTiB JI0OiOBaHHS, 403-
BOJINTh 3HU3UTU BUTPATU 4Yacy Ta pe-
CypcCiB cy0’€KTY KOHTPOJIIO, TO3BOJISTIOUN
BificitoBaTu HeCyTTeBi MOMEHTHM, abo K
HaBMNaKM — BUSIBJISITY HaMOI/IbII cyrepe-
YJIMBi, MOTEHIII/IHO 3arpo3JMBi OJIS iep-
’KaBHOI 0e3IMeKy MOMEHTHU B Hisl/IbHOCTI
Cy0’eKTiB JIOGilOBaHHSI Yy)Ke Ha MepBUH-
HOMY eTaIlli CllIoCcTepeskeHHSI.

[To-mpyre, axTMBHe 3aCTOCYBaH-
Hs1 OSINT 3 60Ky HPYPJI, 1o3BOIUTh HE
JiuIle BYACHO BUSIBISITUM ITiACTaBU IJIsI
3aCTOCYBaHHS TMX 4YM IHIIMX CaAHKIIil
0 Cy0’eKTiB J106iIOBaHHS, SIKi MOPYIIIY-
I0Tb «IIpaBWja Tpu», aje i CBOEYACHO
inbopmyBatu I[IpesupeHTta VYKpaiHu,
[Tpem’ep-MiHicTpa YKpaiHu, iHIIUX IIO-
caJloBUX 0Ci0b, om0 crpob ormocepeako-
BAaHOTO JIOGICTCHKOTO BIUIMBY Ha HUX Ta
MOSKIMBUX HACTIIKIB IIMX CIIPOO.

ITo-Tpete, HPYPJI, 3a moTpebu, Moske
rojgaBaTy iHdhopMaliilo, OTpMMaHy 3 Biji-
KPUTHUX JIKepesi, He JiuIlle 10 MPaBO0X0-
POHHMX OpraHiB, 3 MeTOI MPOBedeHHS
pO3C/IiTyBaHHS Ta MPUTSITHEHHS [0 BiJ-
MOBiJQJIbHOCTI MOTEHIiiHUX IIPaBoO-
TOPYIIHMKIB, ajie i 10 3acobiB MacoBOi
indopmaiii. Ile mossBonnuts HPYPJI 3Hau-
HO IT0CAabUTM MOXIMBI iHpopMaliiiHi
aTaku Ha cebe 3 OOKy Hel0OpPOCOBICHUX
Cy0’eKTiB J100it0BaHHS, 3BMHYBaueHHS
B YIlepesKeHOCTi, 0OMeskeHHi iX ImpaB
TOIILIO.

Hamre gocmiiskeHHSI, OfHaK, He BU-
yeprye Bciei mpo6ieMaTuKM 3acTocCy-

BaHHs1 OSINT 3 60oky HPVYPJI. Binbi me-
tanbHe BMBUeHHS OSINT i mepcriekKTuB
JIOTO 3aCTOCYBaHHSI OpraHaMy OepyKaB-
HOI BJIaJiM, 30KpeMa i B KOHTeKCTi 3a6e3-
TIeUeHHS JepskaBHOI Oe3ITeKu, Ie YeKae
Ha CBOIX JOCTiTHMKIB.
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