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Haykosi npaui MAYTI. Cepis KOpuamuni Hayku

YK 342.9

C. 0. JIHCEHKO
Mixcpezionanvna Axademis ynpasninns nepconaiom, m. Kuis

OPrAHI3ALLIMHO-NPABOBI LUASXU
BMU3HAYEHHSA OCHOBHUX ANCOYHKLIA
KOHLENTYAJIbHOI MOAENI

IHOOPMALIIMHOI BE3NEKU NIANPUEMHULITBA

Hayxoegi npaui MAYTI. Cepis IOpuanuxi Hayku, 2017, sun. 54(3), c. 12-23

ocioxcyromocs mosxcausi oucynxuyii mooeni ingop-
Mauitinoi besnexu nNiONpUEMHULMEA KPisb Npusmy npa-
6a. 3nauna yeaza npudiiscmvcs ioenmuixauii oxcepen
3azpo3 iHpopmayitnit 6esneyi nionpueMHULMEA, HABO-
OUMbCS ApeYMeHmauiss BaniciusoCmi 30epeicernis uinic-
Hocmi mooeni iHgopmauitinoi 6esnexu KonKpemmnozo nio-
npuemcmea.

CTpiMKHUIT pO3BUTOK iH(OPMAIIHHUX TEXHOJIOTIH 3YMOBJIIOE He JIuille HOBi
MOKJIMBOCTI, ajie I HOB1 3arpo3U JIJIs MATPUEMHUIIBKOI Ai4/IbHOCTI. B Takux ymo-
Bax pedopMyBaHHS BITYM3HSIHOTrO iH(OPMAIIHHOIO MpaBa € He ITPOCTO Harajb-
HOIO TOTPe6010, a BKpall IPIOPUTETHUM 3aBIaHHSIM SIK J[JISI TECOPETHKIB IIpaBa, Tak i
1714 TPaBOTBOPILIB. OTHUM 13 TepIINX eTalliB J0CTiKeHb y cepi onTumisaliii iH-
dbopmariitioi Oe3neKy iAMPUEMHIIITBA Ta 11 IPABOBOTO PETYJIIOBAHHSI MAE CTATH
imenTudikaiis pxepes 3arpos indopmaiiiitiii 6esmerri. ¥ ¢BoIo 4epry, HayKOBIISIM
HEeOOXiIHO BpaXOBYBATH, 110 3arpo3u iH(opMaIliitHiit Oesreri He BAHUKAIOTh Oe3-
TiZICTaBHO, 1X /Kepesia BUTLTUBAIOTh 3 TIEBHUX HEJIOMIKIB (AMCHYHKIT ), HAIBHUX
y MoJiesti iHdopMaltiiinoi 6e3meKn Toro un iHmoro mignpuemcrsa. OcobJIMBOCTIM
imenTrikallii TakMX 3arpos, B iX B3aEMO3B’I3KY 3 HepoMiKaMu (IUCcyHKIIsSAMN),
IPUTAMAHHUMU TIEBHUM MOJEIIM iHdopMalliiiHol Oe3meKku i JIpUEMHUIITBA, i
IIPUCBAYEHO 11€ TOCJIII>KEHHS.

Cdhopmymioemo KpuTepii 711 BU3HAUYEHHS TTOTEHITialy 3arpo3 iHdopMalliitHii
GesIierli mpUEMHAIITBA.

OxpeMuM TUTaHHSAM iHOOPMAITHOT Oe3leKkr, B TOMY YHCJi iH(opMaIiii-
HOI Oe3MeKn IAIPUEMHUIITBA, TpucBsayBann cBoi mpari O. P. BoiikeBuy,
T. I. Bacuabiiis, B. 1. Bonomun, B. I. Tepacumuyxk, P. Ipunienko, O. B. Ligienko,
C. B. Kasyn, B. B. Kapkauyk, B. P. Kpaniu, M. Meznuuxos, C. JI. Py6inmreiin,
I. O. Tapacenxo, B. C. lumbamok, C. M. IlIkapzer, O. M. Illtacp. Bogtouac re-
Hepallisi HOBUX 3arpo3 y CYKYITHOCTI 3 TMOCTiHHOIO TpaHchopMaitieo ¢hopM -
IIPUEMHUIIBKOI MiSIIBHOCTI, OYPXIMBUM PO3BUTKOM iH(MOPMAIIITHIX TEXHOJIOTI
CIIPUYMHSE HEOOXiZHICTh CHCTEMHHUX, I'PYHTOBHHUX JIOCJIKEHb, CIPSIMOBAHMX
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Ha (POpPMYBaHHS KOHIENTYaJabHOI Mozesi iHdopMalliiiHoi Ge3rneky Mmianpuem-
HUIITBA.

Cyuacna opranisaifisi 3abesniedeHHst Oesrnekn iH(popMalli MOBUHHA MaTH
KOMILIEKCHMIT XapakTep i IPYHTYBaTUCS Ha TJIMOOKOMY aHaJi3i MOKJINBHX Hera-
TUBHUX HACJIJIKIB. Ba)XJIMBO BpaxoByBaTH BCl OCHOBHI aCIIeKTH OXOPOHIOBAHO1
indopmarii mignpuemcrsa. Hapirp y npuitasriii Jokrpuni iHdopmariiinoi 6e3-
meky YKpaiHM BKaszaHo, 110 3abe3nedeHHs iH(GOpPMAI[iHOI Oe3ITeKrn MOKIMBO
MPU 3aXUCTI BCIX BAKJIMUBUX IHTEPECIB JieP;KaBU Ta CBOEYACHOMY pearyBaHHI Ha
IPOTUIIPABHI TOcATaHHs Ha iHdopMalliiini npaBa HaceseHHs [1]. Tomy MoxkanBi
HeraTUBHI HACJIAKK Bif 3arpos iHdopMariitHiil 6e3meri yKpaiHChbKOTo MiAIpPHEM-
HUIITBAa BUHUKAIOTh 3aJI€KHO BiJl HasIBHUX AMCOYHKINN Mozaemni iHdopmalliiiHoi
6es31eKH, 110 HUM BUKOPHCTOBYEThCS. AHAJII3 X HACIIKIB 1epeabadae 000B 13-
KOBY iieHTU(IKAIlII0 MOKIUBUX JIKEPes 3arpo3, YNHHUKIB, 1[0 CIIPUIIOTH iX T10-
SIBi, @ TAKOK BU3HAYEHHS aKTyaJbHUX IIPo6JeM Ta AuchYHKIINH oOpaHoi Mozmesi
6esmexn. InenTrdikallist Ta BUSHaAYEHHS BCHOTO TIEPEJIIKY MOKINBHX 1 PeabHUX
JKepet 3arpos indopMariiitHiii 6esIeri ga€ 3MOry BUSHAYNTH MaKCHUMAJIbHUN T1e-
peJiik O3HaK /IJIs1 TOPIBHAHHS, 1110 BUKOPUCTOBYBATUMYThCS B 3alIPOIIOHOBAHOMY
iIX0/11 BUSHAYEHHS HAJIIHOCTI KOHIIENTyaIbHOI MozieIi iHdopMariiitHoi 6e31mekn
M ATTPUEMHUIITBA.

B xoxi Takoro anamidy cy®’ektam 3abe3redeHHst Ge3mekn HeOOXiTHO TTepPeKo-
HaTHUCS, 10 BCi MOKJINBI JpKepesia 3arpo3 i/ieHTrugiKoBaHi, BCi MOKJINBI HEJIOTIKN
(nucdyHKIii) 3icTaBieHi 3 JyKepeaMu 3arpo3, BJACTUBI AaHill Mojesi iHdopma-
1ifiHOI Oe3IeKN MiANPUEMCTB. BUX0OAs4N 3 1[bOTO MPUHIUITY, KIacudiKalliio 1Ke-
peJi 3arpo3 1 iX MPOSIBIB JI0IIJIBHO ITPOBOIMTU HA OCHOBI aHaJIi3y B3a€MO/I11 JIOT14-
HOTO JIAHITIOJKKA:

odcepeno 3azposu — oucymuxyis (nedonix) — 3azposa (0is) — naciioxu (amaxa,
30UmMKU ).

[Tig TepMiHaMu 11bOTO JIAHITIOKKA CJI1/T PO3YMITH:

1. JIxxepesio 3arpo3u — Iie HOTEeHIiHI aHTPOIIOreHH], TEXHOTEHHI a00 CTUXIiHI
HOCII 3arpo3u Oe3IeKN.

2. 3arposa (ist) — 1e mMoxkauBa Hebesneka (moreHIiiiHa abo peajbHa, BHY-
TpinHs abo 30BHIIIHS) BUNHEHHS OyIb-KOTO MistHHs (i abo 6e3misibHOCTI),
CIIPSIMOBAHOTO HPOTH 00’ekTa 3axucty (iHGOpMAIiliHUX PecypciB), 10 3aBIAE
IIKO/IM BJIACHUKY, ITIJIIPHUEMCTBY, SIKa IIPOSIBJISIEThCS B HeOe3Ielli CIIOTBOPEHHS i
BTpaTu iH(opMaIiii.

3. luchynkuis (Hemorik) — 1e BJacTUBI 0OpaHiil MozeJi iHGopMarliiiiHoi 6e3-
HEeKU IIPUYHHH, 110 TPU3BOASTH 10 TIOPYIIeHHs Oe3mekn indopmMaiii Ha KOHKpeT-
HOMY 00’€KTi i 00yMOBJIeH] HerolikaMu TIportecy (GyHKITIOHYBaHHS caMol MOIelT,
BJIACTUBOCTSIMU apXiTEKTypU aBTOMATU30BAaHOI CHUCTEMH, arapaTHoOiO TaaTdop-
MOIO Ta YMOBaMU eKCITyaTaillii HociiB iHdopMmartii.

4. Hacmigku (araka, 30MTKM) — Ile MOJKJINBI HACJIAKKM peasisaifii 3arposu
(MOKJTUBI [1i1) ITPU B3AEMO/Ii1 JpKepesia 3arpo3u yepe3 HasiBHI HeIoiKu (1ncdyHK-
1ii). 4K BUHO 3 BU3HAUEHHS, aTaka — Iie 3aBK/Iu Mapa “/pKepesio — (gaxrop”, mo
peasiizye 3arposy i IpU3BOAUTH 0 30UTKY. IIpy 11bOMY aHaIi3 HACIIKIB mepeaba-
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qa€ TIPOBEIEHHST TPOTHO3YBAaHHS Ta OIIHKK MOKJIMBHUX 30UTKIB i BHOOPY METO/IIB
BHEIIKO/KEHH 3arpo3 Oesrexu indopmariii [2, 37].

3arpos mojesi iHGopMariiiiHoi 6e3mekn He Tak Bike ¥ Oararo. 3arpoza — Iie
HebesIeKa 3aoAisIHHST IIKOAU IiIicHOCTI ab0o cyTHOCTI iHdopMallii, ika BUSBIIS-
ETHCS Yepes 3B’ 130K MUChYHKITIH MO/ i3 30MTKOM T ITPUEMCTBY. Y 3araJbHOMY
BUTJISI/II MOKJIMBI 3aTPO3U TPUMHATO PO3/IJIATA HA BHYTPIITHI 1 30BHIIHI |3, 122].
Aute mepmii i gpyri Mu cripoOyeMo KiacudikyBaTH YaCTHHAMU HIKYEHABEICHIX
KaTeropii.

[TposiBr MOKJINBUX 30UTKIB MOKYTh BUIJISIIATH Y TAKOMY Tiepertiky [3, 723

* MOpaJIbHMIT i MaTepiaJbHUI 30MTOK IIJIOBIH peryTaii mianpueMcTBa;

* MOpaJbHUI, (Di3UYHMIT 4 MaTepiaabHUI 30MTOK, OB’ I3aHUI 3 PO3rOJIO-

IEHHSIM [IEePCOHATBHIX JaHUX OKPEMHUX 0Ci0;

* MaTepiaJbHMIT 30MTOK BiJ{ PO3roJiolieHHs KOH(ieHIiitHOoI iHdopMallii, 1o

3aXUIIAETHCS;

e MaTepiaJbHMIT 30MTOK BiJi HEOOXiHOCTI BiIHOBJIEHHS IHOPYIIEHUX iHpOp-

MallIMHUX PeCyPCiB, 10 3aXUIIAI0THCH;

* MaTepiaJbHi 30MTKHU BiJl HEMOKJIMBOCTI BUKOHAHHS B3SITUX Ha cebe 3000B’s-

3aHb Iepe/l TPEThOI CTOPOHOIO;

* MOpaJIbHMIT 1 MaTepiaJbHUN 30MTOK Bijl Je30praHisaiiii isIbHOCTI iAIpu-

€MCTBA,;

* MaTepiajbHi Ta MOpaJIbHI 30MTKU Bijl HOPYIIEHHS MisKHAPOAHNUX BiJHOCHH.

SIKI0 30MTOK 3ammoiTHIIT HAaBMICHO OY/b-SIKOI0 0CO00I0, B I[bOMY BUIIAIKY
€ CKJIaJ] MpaBoIoOpyIieHHs. B iHmoMy pasi 30UTOK MO)ke OyTH HaCJIiIKOM He3a-
JIEKHUX Bl 0coOM 1IPOBIB (HAIPUKIIAJ], CTUXIHHUX YK IHIIUX BILUIMBIB, TAKUX SIK
MIPOSIBM TEXHOTEHHUX BJIACTUBOCTEN 1MB1JII3allil). Y MepiioMy BUMIQJKY MU MAEMO
BUHHY 0CO0Y, sIKiif MpeJsIBJSIETHCS 3aMO/isTHA IKO/A, SIK YacTUHA CKJIaLy Ipa-
BOIIOPYIIEHHS, BANHEHOTO 31 3JI0T0 MOTUBY a00 3 HEOOEPEKHOCTI, 1 3aI10 (i sTHIii
30MTOK MOBWHEH KBali(iKyBaTHCs, sIK YaCTUHA CKJIaay IPaBOMOPYIIEHHS, 00y-
MOBJIEHA JIEIIKTHUM MTPaBOM. Y JIPyTOMY BHITAIKy 30MTOK HOCHUThH iIMOBIpHICHMIA
XapakTep i MoBUHEH OYTH MOPIBHSAHUN 3 THM PHU3UKOM, SIKUI OOYMOBJIIOETHCS
IIUBIILHUM, aJMIHICTPATUBHUM a00 apOiTpasKHUM IIPAaBOM, SIK TIPEAMET PO3IJISILY
[4,212].

Y rteopii mpasa 1ig 30MTKOM PO3YMIIOTHCSI HEBUTIIHI [JIsT BJACHUKA MaiHOBI
HACJI/IKY, 1[0 BUHUKJIU B Pa3i MpaBoOMOPYyIeHHsI. 30UTOK BUSIBJSIETHCS Y 3MEH-
IeHHi MaiiHa a0 B HEOOTPUMAaHHI JOXO/TY, SIKUil OyB OM OTpUMaHUI 3a BiZICyT-
HoCTi npaBoniopymieHHst (ymyiena Burozaa) [5, 72]. IIpu posrisai mKoau, 3aB-
faHoi 0co6010, HEOOXITHO OBECTH, IO caMe I 0coba 3aToisiia JaHuil 301TOK,
TOOTO [isTHHSI 0COOMCTOCTI HEOOXimHO KBaIi(DiKyBaTh SIK CKJIaJ] IIPABOIIOPYIIIECHHSI.
B npomy Bumaaky npu kiaacudikaiii 3arpos 6esnexn iHdopmariii 101iJbHO Bpa-
XOBYBaTU BUMOTHM YMHHOTO KPUMIHAJIBHOTO Ta aJMiHICTPATUBHOTO 3aKOHOAB-
CTBA, 1110 BU3HAYAIOTh CKJI/l ITpaBoriopylieHHsd. OHaKk roBOPUTHU PO 31Ul HaMip
KOTo-HeOyib y 3HUINEHH] iHGopMaIlil B pe3ybTari CTUXiHHUX JIUX HEMOKJIMBO,
4K 1 TOU (hakT, 1110 HABPSIJL UM CTUXid 3MOKe CKOPUCTAaTUCSa KOH(DiAeHiliHOO 1H-
dopmarii€ro st BJacHOI BUTOAM. X0ua B 000X BUITAJKAX BJIACHUKY iH(GOpMAILii
3aBIaHO 30MTKIB. TyT € MPaBOMOYHUM 3aCTOCYBaHHS KaTeropii “3amomissHHsI KO-

14



1 MaiiHy” 1 iHdopMalliss BUCTYTIA€ iHTeJIeKTyaJlbHUM MaiiHoM. [Ipu 1mbomy MoBa
mijle He PO KPUMIHAJIBHY BiAMOBIIAIBHICTh 32 3HUINEHHS ab0 IMOITKO/KEHHST
Yy>KOro MalHa, a IMPOo BUIIQJIKH, 10 MiANAAI0Th IIi/l IUBLJIbHE MPAaBO B YaCTHUHI
Bi/INITKO/IyBaHHST 3aMo/IisTHOI KoM (PU3KMK BHUITAKOBOI 3arnbesti MaiiHa — T0O-
TO PU3UK MOKJIMBOIO HaHECEHHS 30UTKIB ¥ 3B'I3KY 3 3arn0esiiio abo 1cyBaHHIM
MaitHa 3 IPUIWH, He 3aJIeKHIX BiJl 0c00M). 3a 3araIbHUM TIPABUJIOM Y IIbOMY BH-
najKy 30UTKU y 3B’s13Ky 3 3arubesuio ado MCyBaHHSIM MaiiHa Hece BJIIACHUK, OJI-
HaK IMBiIbHE TIPaBO Mepeadadac i iHii BapiaHTH KOMITEHCAIlii 3a10/[isSTHOT K01
[6,45].

Busnauaroun B sKOCTi cy0’€KTa, IKMiT 3aBIaB IKOAH, OyIb-sIKe IPUPOIHE ab0
TEeXHOTEHHE SIBUIIIE, ITi/] 3aBAaHUMI 30MTKaMU MOKHA PO3YMIiTH HEBUTIAHI MallHO-
Bi HACJIIJIKM, BUKJIMKAHI [IUMU SBUIIAMU 1 IKi MOXKYTb OYTH KOMIIEHCOBAHI 3a pa-
XYHOK KOIITIB TPEeThOi CTOPOHU (HAIPUKJIAJ, CTPaXyBaHHS PU3UKIB HACTAHHS T10-
1ii) abo 3a paXyHOK BJIACHUX KOIITIB BJIaCHUKA iH(popMaIlii, TOOTO MmiAIpueMcTBa.

3 ypaxyBaHHSM BUKJAJEHOTO pajillie BIDHUM € TaKuii 3arajibHUI 1epeJiik 3a-
rpos Oesmerri indopmariii, HaBeJeHIT aBTOpaMK HaBYaIbHOTO HociOHMKa “ExoHo-
MmiuHa Gesmeka” [7]:

* pPo3KpaJlaHH4 (KOIiIOBaHH ) iHpopMallii;

* 3HUIIEeHHS iHdopMaIiii;

e Moaudikailig (crnoTBopeHHs ) iHdopmaltii;

* TOpPYIIEHHS JOCTYIHOCTI (6JIOKyBaHHS) iH(opMarii;

* 3arepevyeHHsT aBTEHTUYHOCTI iH(popMaIrii;

* Hap’A3yBaHHS HENPaBAWBOI iH(popMaIrii.

3Baskarouy Ha MMoJoKeHHs mpoekty Kormenriii indopmariiiinoi 6e3nekn Ykpa-
iHM, MOKeMO KjacudikyBaTH JpKepesa 3arpo3 3a HUllleHaBeJIeHUMU KPUTEPisiMU.
Hocismu 3arpos 6esrerti indopMaitii € makepesia 3arpos. B saxocri mkepest 3arpos
MOKYTh BUCTYIIATH KIBi 0cOOM Ta 00’ ekTBHI TIposiBu. [IpruoMy msKepea 3arpos
MOXKYTb 3HAXO/IUTUCS SIK BCePeINHI MATTPUEMCTBA, STKE 3aXUITAETHCS, — BHYTPIllI-
Hi JpKepeJsia, Tak 1 1Mo3a HUM — 30BHIIIHI JizKepesa. 3alpolOHOBAHUN PO3MOJILI
JKepest Ha cy0’€KTHBHI i 00’ €KTUBHI BUIIPABAAHUIA, BUXOASYN 3 TIOMEPEIHIX Mip-
KyBaHb 3 IPUBO/LY IIPOBUHU a00 PU3KKY INKOAM iH(pOpMaIlii. A 1moig Ha BHYTpilI-
Hi 1 30BHIIIHI 3arPO3U BUIIPABAAHUIN TUM, 1110 JIJIS1 OJIHI€T 1 Ti€l 5K 3arpo3u METOIU
SHEIIKO/[KEHHSI JIJIs1 30BHIIIHIX 1 BHYTPILIHIX [KepesT MOKYTh OyTH pisHuMu [7].

3rigHo 3 morsiaMu OaraThbOX YKpaiHChKUX HAYKOBIIIB BCI [Kepesia 3arpos Oes-
nelti inopMailii MOKHA PO3/IIJINTU HA TPU OCHOBHI rpytiu [7]:

— 3aIo/IisAHI AisIMu JIIoAMHU (aHTPOTIOTEHHI JIZKepeJsia 3arpo3);

— 3amoJisHI TeXHIYHUMU 3acobaMu (TeXHOTEHHI KepeJia 3arPO3H);

— 3alo[igH]l CTUXITHUMHA JIUXAMMU.

AHTPOTIOTeHHUMH JIZKepelaMi 3arpo3 Oe3reku iHdopmariii BUCTYIIAI0Th 0CO-
6u, 1ii IKUX MOKYTb OyTH KBami(ikoBaHi, IK yMHUCHI aO0 BUIIAJKOBI IIPaBOIIOPY-
meHHd. TiJIbKM B TAKOMY CEHC1 MOKHA CTBEP/IXKYBaTHU TIPO 3an0iaHHA mKoau. [1g
rpylia € HaiiPO3MOBCIOKEHIIIO i CTAHOBUTDH HANOIIBIINIT IHTEPEC 3 TOUKHU 30PY
JOCJII[KEHHSI OpraHisailii 3aXucTy, TOMY 110 /ii 0cOOM MOKHA OI[IHUTH, CIIPOTHO-
3yBaTH 1 BXKUTHU aJIeKBaTHUX 3aX0/1iB. MeTonu MpPOTH/Iii B IIbOMY BUTIAJIKY 3aBXK/U
CKepoBaHi 1 6e31mocepeIHbO 3aIeKaTh Bijl BOJI KepiBHUKIB Mozesi iH(opMaliitHoi
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Oe3IeKH IiIPUEMCTB. B SKOCTI aHTPOIIOreHHOTO JKepe/ia 3arpo3 iHdopMariiii-
Hill 6e31eni MoxkHa posrisaarty, sk creepakye O. Topaees, “nieBHy 0co0y, sika Ma€e
poctyn (CaHKIIOHOBaHMIT ab0 HECAHKI[IOHOBaHWII) 10 POOOTH 3i IITATHUMU 3a-
cobamu indopmariitnoi 6esmexu mianpuemcrsa. Ocobu (mxepena), mii SKUX
MOJKYTb IIPU3BECTH 0 TIOPYIIEHHs HaAiiHOCTI Mojesi iHdopMaliiiiHoi Oe3nexy,
MOKYTb OyTH SIK 30BHIiIIHI (J7Kepesia 30BHIIIHI ), Tak i BHYTPilIHi (1;Kepesia BHYT-
pinrni)” [8].

30BHiIIIHI aHTPOIIOTeHH] [Kepesa Oe3Ieli MOKYTh MaTH SIK BUITQJKOBUI Xa-
paKTep, Tak i HABMUCHMU, sIK HACJIIZIOK, Oy/ie pisHMii PiBeHb CYCITIBHOI BasKKOCTI.
Tosk OiTBIMICTH AOCTITHUKIB 0 TAKUX [KepesT BiTHOCUTH [9]:

* KpUMIHAJIbHI CTPYKTYPH;

* TIOTEHIIHI 3JI0UMHII 1 XaKepu;

* Hexo00POCOBICHI MapTHEPY;

* TeXHIYHUN MePCOHAJI IOCTAYAJIbHUKIB TEJIEKOMYHIKAI[IMHUX TTOCJIYT;

* TIPEJCTAaBHUKU KOHTPOJIIOIOYMX HAIJISIIOBUX OPTaHi3alliil Ta aBapiliHUX

CIIyKO;

* IIpe/ICTAaBHUKU CUJIOBUX CTPYKTYDP.

BuyTpiniHi aHTpoIOreHHi /ixKepesa — 1ie BUCOKoKBastiikoBaHi axisili B ra-
JIy3i po3poOKH i1 eKcILIyaTallil ImporpaMHOro 3a0e3eueHHsT i TEXHIYHIX 3ac00iB
mignpuemcrsa. Taki ocobu He JuIIe 3aBKAM 3HAOMI 3i crierudikoro 3aBaaHb, SKi
BUPIIIYIOTHCS, CTPYKTYPOIO Ta OCHOBHUMU (DYHKIISIME i TPUHIMIIAMUA POOOTH
IIPOTPaMHO-amapaTHUX 3acobiB 3axucTy iHdopmarii, ajge i MaOTh MOKJIUBICTH
BUKOPHUCTAHHS MITATHOTO OOJIafHAHHS i TeXHIYHNX 3ac00iB Mepeski. Jleski 3 HUX
MaroTh JIOCTYII /10 BCiX HOCIIB KOHMiAeHIIiIHOI iH(opMallii, HaBiTh 0 TallepPOBUX.
Jlo 3aznauenux mxepen JI. CadponoB BigHOCUTH Taki Kateropii [9]:

* OCHOBHUU TiepcoHas (KaHIeJspis, MeHeKMEeHT, KOPUCTyBadi, IMporpami-

CTH, PO3POOHUKHN );

* TIPEACTaBHUKH CIy:KOU 3aXUCTy iHMOPMAIIii;

* JIOTIOMIZKHUI TTepcoHas (MpUONPATbHIUKN, OXOPOHA);

* TexHIYHMII HepcoHan (KUTTe3abe3edeHHsl, eKCILIyaTallis ).

Corit 3a3HaYMTH, 110 OCOOJINBY TPYITY BHYTPIIITHIX aHTPOIIOTEHHIX 3aTPO3 CKJIa-
Jal0Th 0COOH 3 TIOPYIIIEHOTO TICUXIKOT0 200 CIeIialbHO BIPOBaIKEHi i 3aBepOOBaHi
areHTH CTOPOHHIX CTPYKTYP. BoHN MOKYTh OyTH B CKJIa/i OCHOBHOTO, JOIIOMIXK-
HOTO 1 TEXHIYHOTO MEPCOHANTY, a TAaKOK cepesl cy0'€KTiB cay:kOu iHdOpMaIiitHO]
6esnexn. [Tpu pomy, six popmyatioe O. B. Iisienko, “mana rpyma posriisiia€Thb-
cd B CKJIa/ll lepepaxoBaHUX BUIIlE JPKePesI 3arpo3, ajie MeTOIU ITPOTU/Iil 3arpo3am
Ii€l TPy MOKYTh MaTH CBO1 BifiMiHHOCTI. KBasmidikailis aHTpOIoreHHUX JiKepeJt
iHdopmMmarltii Bijlirpa€ BasKJIMBY POJIib B OIiHIII X BILIUMBY 1 BPaXOBYETHCS ITPU PaH-
JKyBaHHi jkepest 3arpos” [10, 57].

[Ipyra rpyma 3arpo3 MiCTUTb JiKepeJia, siKi 3yMOBJIOIOTbCA TEXHOKPATUYHOIO
JUSJIBHICTIO JIIOJIMHU 1 PO3BUTKOM IMBLII3allil, — TeXHOTeHHI 3arpo3u. Bonu oco-
6J11BO Hebe3IeuHi, KOJIM HACIAKY Bij Takol JisIbHOCTI BUMIIIN 3-1Iiji KOHTPO-
JIFO JIFOAUHU 1 icHYyI0Th cami 1o cobi. Taki mkepesa 3arpo3 MeHII IIPOrHO30BaHi,
6e31MoCcepeIHbO 3ajIesKaTh Bijl BJTACTHBOCTEN TEXHIKM i TOMY BUMAraioTh 0COOJIH-
BOI yBaru. 3asHaueHUil BUJ JyKepes 3arpos iHdopmariiiniil 6e3reri € 0cobJuBO
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aKTyaJbHUM y Cy4aCHUX YMOBaX, OCKLIbKM CaMe B Cy4YaCHUX YMOBaX HayKOBII
MIPOTHO3YIOTh Pi3Ke 3pOCTaHHS KiJIBKOCTI TEXHOTEHHUX KaTacTPod, BUKJIUKAHUX
(hi3UYHUM i MOPAJIbHUM CTapiHHIM TEXHIYHUX MOKJINBOCTEN OOJIaJHaHHS, SIKe
BUKOPUCTOBYETHCS, a TAKOXK BiJICYTHICTIO CBOEYACHOTO O0TO OHOBJIeHH: [11, 67].

BizamosigHo 10 monepeaHboro morsiLy TeXHIYHI 3aco0u, SIKi € IKepeaMu 3a-
rpo3 indopmariitHiit 6e3Ieri miampuEMCTB, MOKYTh OYTH 30BHIIITHIMU:

* 3aco0u 3B’SI3KY;

* Mepexi IHKeHepHUX KOMYHIKallill (BOoIocTauaHH s, KaHaJIi3allil );

* TPaAHCIOPT.

Jlo BHYTpinIHixX mkepes 3arpo3 A. V. TIpUCSIKHIOK, Z0CTiKYIOUN aaMiHicTpa-
TUBHO-IIPABOBUI MexaHi3M 3a0e31eueHHsI EKOHOMIYHOI Oe3IeKu AepsKaBu, BiJHO-
cuth Taki [12]:

* HegKicHI TexHiuHi 3aco6u 006poOKY iH(opMallii;

* HegKicHI mporpamHi 3acobu 06poOKy iHdopMaIri;

 omnoMixHi 3acobu (0XOPOHU, cUTHAJI3a1lil, TesedoHil);

* iHIIi TexHiuHi 3acOOM, 0 3aCTOCOBYIOTHCS B YCTaHOBI.

[ITozxo TpeThoi, cTuxiitHoi (abo IPUPOIHOI), TPYIU IKEPEI, TO BOHA 00’ €IHYE
00CTaBMHM, 110 CTAHOBJIATH HellepeOOPHY CHILY, TOOTO TakKi, 1[0 MaOTh 00 €KTHB-
HUI i aOCOTIOTHMIT XapaKTep, IKUH IOIKUPIOEThC Ha BCi 00’eKTH iH(OpMaIiitHOI
6esmexu. [lo obcTaBuH HerepeOOPHOI CUIIH, B IIUBIILHOMY 3aKOHOIABCTBI 1 J0r0-
BipHiii mpakTui, A. I1. IIpucsxHIok BiHoCHTD “cTHXiitHI 1xa a60 iHIT 06CTaBH-
HU, sIKi HEMOJKJINBO 1IependadnT, abo SIKIIO MOKIMBO, ajie HEMOKIMBO 3a1100iTTH
IIPU Cy4YaCHOMY PiBHI JIIOJCBKOTO 3HAHHA 1 MOKJIUBOCTeN. /laHi /xKepesia 3arpo3
abCOJIFOTHO He TIIal0ThCs MPOTHO3YBAHHIO i TOMY 3aXO/M 3aXMCTY Bifl HUX I10-
BUHHI 3aCTOCOBYBaTHCS TOCTIMHO” [12].

Cruxiiini mKepesa 3arpos ingopMalliiiaiit GesIeri miIprueEMCTB, SIK IIPaBIIIO,
€ 30BHIIIHIMH, 1 I11/Il HUMU BapTO PO3YMITH HacaMIiepe/l TPUPO/IHI KaTaKJI13Mu:

* TIOXKEXI;

* 3eMJIETPYC;

* JIOBEHI,;

* yparaHuy;

* pi3Hi HenepexbadeHi 06CTaBUHY;,

* He3'sCoBaHI ABUIILQ;

* iHmmi hopc-MaKOpHi 0OCTAaBUHM.

3BUYAITHO, TPUPOTHI KaTAKJII3MU 3aTIO/IIIOIOTH IITKO/TY He TLIBKU MOJiesTl iHhop-
MaIliiiHoi Ge3IeKN MiIPUEMCTBA, Bill HUX CTpaKIac BCs crcreMa Oesmeku. Tomy
MIPEBEHTUBHI 3aX0/I1 3 TIOTIEPE/IKEHHS 11X 3arPO3 CJIi/T BAKUBATU B KOMILIEKCI, BiJl-
HOCHO BCHOTO 00’€KTa 3aXUCTY — IiIITPUEMCTBA.

3arposu, Ik MOJKJIMBI YMHHUKN Oy [b-SIKOI HEraTUBHOI [ii, CIIPSIMOBAHOI IIPOTU
00’eKTa 3aX1CTY, BUSABJISIOTHCS He caMi 110 co0i, a yepes aucdyHKIi (HemZoiKm)
Ha TIJIIPUEMCTBI, 1[0 MPU3BOJAATH J0 TOPYIIEHHS I[iJIICHOCTI Moziesi iHdopMa-
1iliHOI Oe3ekn KOHKpeTHOoro mignpuemcrsa. Hegostiku, 1o mpuraMmatHii 00’ekTy
indopmaruzarii, HeBiIIbHI BiJf HHOrO i 0OYMOBIIIOIOTHCS AUCHYHKIIAMU IPO-
1ecy (PyHKIIIOHYBaHHS, BJACTUBOCTAMU apXiTEKTyPU aBTOMATU30BAHUX CUCTEM,
IPOTOKOIaMK OOMiHY Ta iHTepdeiicaMu, 0 3aCTOCOBYIOThCS IIPOTPAMHUM 3a-
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Ge3edeHHsM, TIPOIELYyPOI0 IOCTYILY, YMOBAMHU €KCILIyaTallii i po3TallyBaHHIM
Tomio [7].

Jlsxepesa 3arpos Gesteli MOKYTb BUKOPUCTOBYBATH AUCHYHKINI Mozgesi iH-
dbopmariiinol Gesreku Ajs MOPYyIieHHs Ge3reku iHdopMallii, OTpUMaHHs He3a-
KOHHOI BUTO/IA (3allO/[ITHHS IIKOJW BJACHUKY, KOpUcTyBauy iHdopmaiiii). Kpim
TOT0, MOKJIMBI HE3JIOBMUCHI JIil JyKepes 3arpo3 1010 aKTUBI3allil TUX 91 1HITNX
HEJIOJIIKIB MOJIeJI, 1110 3/IaTHI 3aII0/[IATH IIKO/LY.

KoskHiii 3arposi Mo:yTh OyTH 3icTaBJieHi pisHi HexomiKu Ge3rnekn iHdopmarrii.
Yeynentst abo icToTHe octabyieHHsT HeJ0JIiKiB BILIMBAE Ha MOKJIMBICTH peastizaitii
3arpo3 MozeJi iHpopMariitHoi 6e3rnekn miAImpuEMCTBA.

Jluis1 3py4yHOCTI aHaMi3y Ta Mi3HAHHS BC1 HEJOJIIKA MOKYTh IMOJIJIATUCS Ha KJia-
cu, rpynu i migrpynu. Heposiku 6esnexu indopmaiiii 3a CBOEIO IPUPOLOI0 MOKYTh
OyTH:

e 00’€EKTUBHUMU;

* Ccy0'€KTUBHUMI,

* BUIIAQIKOBUMU.

O6’exkmusni nedoniku 3amexathb Bil 0coOJUBOCTEH MOOYIOBU 1 TEXHIYHUX Xa-
paKTeprUCTUK 00JIaHAHHS, 1[0 3aCTOCOBYETHCS Ha I IIPUEMCTBI, TOOTO Ha 00’€K-
Ti, KU 3axuIaeTbcd. [lIoBHe yCcyHEeHHS 1IUX HElOJIIKIB HEMOKJINBE, ajle BOHU
MOJKYTb iCTOTHO IOC/IA0II0BATUCS TEXHIYHUMHU Ta iHKEHEPHO-TEXHIYUHUMHU METO-
JIaMu TIPOTHIIT 3arpo3am iHdopmaliiiiioi 6e3nexu. J{o HUX MOKHa BiHECTH:

CynyTHi TeXHIYHIM 3aC00aM BUIPOMiHIOBAHHSI:

* ejexTpoMartiTHi (11006iYHI BUIPOMIHIOBAaHHS €JIEMEHTIB TEXHIYHUX 3aC001B,
KaOeJIbHUX JIIHII TeXHIYHUX 32c00iB, BUIIPOMIHIOBAHHS HA 4aCTOTaX POOOTH
reHepaTopiB, Ha YacTOTax caMo30y/KeHHS ITiJICHIIOBaviB);

* eJleKTpUYHI (HaBe/leHHS eJIeKTPOMAarHiTHUX BUTTPOMiHIOBaHb Ha JIiHil 1 TIpo-
BI/IHUKU, TIPOCOYYBAHHS CUTHAJIIB Y JIAHII031 €JIEKTPOKUBJICHHS, B JIAHITIO31
3a3eMJIEHHS, HEPIBHOMIPHICTh CIIOKUBAHHS CTPYMY €JIEKTPOKUBIICHHS );

* 3BYKOBi (aKycTHYHi, BIOpO-aKyCTHUHi ).

AKTHBI3yI0Ui:

* amapaTHi 3akJaZKu (BCTAHOBJIOIOTHCSA SAK y TesjedOHHI JiHil, Mepexi
eJIEKTPOKUBIIEHHS, TaK i 6e310cepeIHbO B IPUMINEHHSIX Ta TEXHIYHMUX 3a-
cobax);

* TIPOrpaMHi 3aKJIQJIKU (BIpyCH, B TOMY YUCJI TPOTPAMU-IIIIUTYHU, TEXHOJIO-
TiYHI BUXO/IU 3 IPOTrpam, HeJieraabHi Korrii 113).

BusHauyeHi 0CO0JMBOCTSIMH €JIEMEHTIB:

* eJIeMEeHTH, 1110 BOJOJIIOTh eJIEKTPOAKYCTUUHUMHU IepeTBOpeHHAMU (Tere-
(honHi anmapaTu, TY4HOMOBIII Ta MiKPOOHM, KOTYIIKN 1HAYKTUBHOCTI, JPO-
ceJii, TpancgopMaTopu Ta iH.);

* eJleMeHTH, CXUJIbHI JI0 [Iii eJIeKTPOMarHiTHOTO 1oJIs1 (MarHiTHI HOCi1, MiKpoO-
cXeMU, HeJIiHIlHI eeMeHTH, moBaJjiedi BY Hap’d3yBaHHIO).

BusHauaoTbca 0CO0JIMBOCTIMH 00’ €KTA, IO 3aXUIIAETHCS:

e MicieM posTairyBaHHs 00’€ékTa (BiICYTHICTD KOHTPOJIHOBAHOI 30HM, Ha-
SBHICTh IIPAMOI BUIUMOCTI 00’'€KTIiB, BijiasleHuX i MOOIJIbHUX eJIEMEHTIB
00'€KTa, BIOPYIOUNX Bi/I3epKATIOBAIbHUX TIOBEPXOHD );
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* opranizaii€io KaHajaiB oOMiHy iHGopMaliico (BUKOPUCTaHHS PaliOKaHAaIiB,
riobanbHKX iH(GOPMALIITHIX MepesK, KaHaIiB, 1[0 opeHayoTbes) [13, 173].

Cy6’cxmueni nedonixu 3ajexarb Bij miil CIiBpOOITHUKIB IAIPUEMCTBA Ta
3HEIIKO/KYIOThCH OPraHi3alliIiHUMK 1 MPOTPaMHO-anapaTHUMKU MeTogaMu. /1o
HUX MOKHA BIJIHECTU TaKl KaTeropii, 9k “nmoMmusiku’ i “nopyiienHs”. Po3rigHemMo
JleTaJbHillle KOKHY 3 HUX.

Ilepury rpyny ckJjafaloTb IOMUJIKH, AKI BHHUKAIOTh:

* Y IIPOIIEC MiZITOTOBKY i BAKOPUCTAHHS IPOrPaMHOTo 3abe3reyeH s (B TOMY

YHCJIL SIK Y ITPOIeci Po3po0IeH s aJITOPUTMIB i TPOrpaMHOT0 3a0e31eveHHsl,
Tak i Oe3rmocepeHbO 1HCTAMIAIT Ta 3aBaHTAKEHHS TOTOBOTO IIPOTPAMHOTO
3abe31eueH s, I0ro eKCILIyaTallil, BBeJIeHHS JaHNX );

* I/ Yac yINpaBJiHHS CKJIAAHUMM cucTeMaMu (y BUIIQJIKAaX BUKOPUCTAHHS
MOKJIMBOCTEN caMOHaBYaHHSI CUCTEM, HAJIAIITYBaHHS CePBICiB yHIBepcasb-
HUX CHCTEM, OpraHisallii yIpasIiHHs IOTOKaMi 0OMiHy iHGOpMaIi€o);

* y mpolleci eKcIIyaTanii TeXHIYHUX 3aco6iB (IpyM yBIMKHEHHI/BUMKHEHHI
TEXHIYHUX 3ac00iB, BUKOPUCTAaHHI TeXHIYHNX 3ac00iB OXOPOHU Ta 3ac00iB
oOMiHy iH(pOpMAIIi€ro).

o Apyroi rpynd MoO’KHAQ BiJHECTH MOPYUIeHHS (7IeTaTbHO PO3TJISHYTI

O. A Kupnuenko) [13, 175]:
PEKUMY OXOPOHH 1 3aXUCTy (ZOCTYILY Ha 00’€KT i 10 TEXHIYHMX 3aC00iB);

* pPEeXMMY eKCIUTyaTallil TeXHIYHUX 3ac00iB (eHepro3abesnedeHHsi, ;JKUTTE3a-
OesredeHHs);

* peXnMy BUKOpHcTaHHs iHGopMaiii (06pobieHHs Ta 0OMiHY iH(OpMaIli€io,
30epiraHHs i 3HUIEHHS HOCIIB iH(opMallii, 3SHUIEHHS BUPOOHUYMX BiX0-
1iB i 6paky);

e pexumy KoHdigeHiitHocTi (crniBpobiTHUKaMU B HEpoOOUMii yac, 3BijibHe-
HUMU CIIBPOOITHUKaMM)”.

Bunaodkosi nedonixu 3aiexarb BiJl 0COOTUBOCTENH HABKOJIHITHHOTO CEPEIOBH-
ma o6’exra indopmariitnoi 6esneku i HerepegdOauennx obcrasut. 11i pakropu, K
[IPABIJIO, MaJIO nepeabadyBaHi i iX yCYHEHHST MOKJIMBO TiJIbKU TIPU IIPOBEAEHHI
KOMILJIEKCY OpraHi3alliiHuX Ta iHKeHEePHO-TeXHIYHUX 3aXO/iB 3 IIPOTHU/Iil 3arpo-
3aM iHdopMaIliiiHol Oe3rmeku minprueMcTsa. o Takux B3arasi BiTHOCSTD:

300i i BigMOBH:

* BIJMOBH i HECIIPABHOCTI TEXHIYHMX 32C00iB (1110 0O0POOIAIOTE iH(pOpPMAILiIo,
3a0e31euyroTh Ipale3saTHicTh 3ac00iB 00pobeHHs iHbOopMailii, 3abe3re-
YyIOTb OXOPOHY 1 KOHTPOJIb IOCTYIIY );

* CTapiHHg i po3MarHiyyBaHHsI HOCIiB iHopMalrii (AucKeT i 3HIMHUX HOCIiB,
JKOPCTKUX IMCKIB, €JIEMEHTIB MiKpocxeM, KabeJIiB i CIIoIyYHuX JIiHiil);

* 3001 porpaMHOro 3abesnedeHns (OMepamiiHuX CUCTEM, TPUKJIATHIX, Cep-
BICHUX 1 aHTUBIPYCHUX IIPOTPam);

 300i esexrpornocrayants (obgagHaHH, M0 06po0IIsie inopMaliio, 3a6e3-
Heyyiode i [OMoMizKHe 00JTaIHaHHST).

YmkomxkeHus:

* JKUTTE3a0E3MEUyI0UNX KOMYHIKaIii (eJeKTpo-, BOJO-, Ta30-, TETLIONOCTa-
YaHHS, KaHaJ/I13allli, KOHAUI[IOHYBaHHS 1 BEHTUJISAIII1);
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*  OTOPO/IKYBAJIBHUX KOHCTPYKIIH (30BHINIHIX OTOPO/IKEHb TEPUTOPIiHA, CTIH i
MIePEKPUTTIB OYAMHKIB, KOPITYCiB TeXHOIOTiuHOTO 00TaHantst) [12].

[Tepin Hizk TIporTOHYBaTH OY/Ab-SIKi pillleHHsT 3 YCYHeHHs TUCHYHKIN Mozei
indopmariiiinoi 6e3meky MmiIPUEMCTBA, CJIijJi BCTAHOBUTH /IS HHOIO KOHKPETHI
iHTepecu Ta 11i1i. Biacue, Takuii miaxiz 3abesmeuye mopsigoK peasisaitii indopma-
1[iliHOT Oe3IeKN Ha i ITPUEMCTBI.

Mogesb iHdopMaIiitHoi Ge31eKH i JIPUEMHNIITBA e(DEKTUBHA TO/I1, KOJIM BOHA
OPTaHIYHO BIIUCYETHCS B IHTEPECU TIIIPUEMHUIILKOI IISJIBHOCTI, 1 HaBmaku. Ha-
IpsIMaM¥ BU3HaYeHHs TUCHYHKINN Mo/esi iHGopMaIliiiHoi Oe31eKn €: BHECEHHs
710 omucy 00’ €KTa CTPYKTYPHU iHTEPeCiB i MpoBeeH s aHa/Ii3y PU3UKIB; BUSHAYECH-
HsT ITpaBUJI OYIb-SIKOTO IIPOIECY KOPUCTYBaHHS iH(MOPMAIII€TO0, 1[0 MAIOTh IEeBHU
CTYIiHb IiHHOCTI |14, 322]. OpranisamniiiHo-1IpaBoBi HAIIPsIMK 3a0e3TIeYeHHST 1H-
dopmariiinoi 6e3mexu mignpueMcTBa 0POPMIIOIOTh Y BULJISAIL JOKYMEHTA, SIKWii
V3TO/IZKYIOTh Ta 3aTBEP/IKYIOTD 13 3aCHOBHUKAMU.

JletarizoBaHuUii OIMUC 3aTaIbHOT TOOYA0BU MOjIe i iHpOpPMaITiitHOi Oe3TTeKH ITi/I-
IPUEMCTBA 3a0€31eUyETHCS CYKYITHICTIO YNHHIKIB 200 KPUTEPIIB, sIKi yTOUHIOIOTh
MeTy JisabHOCTI mignpueMctBa. CyKyIHICTh YUHHUKIB € OCHOBOIO BU3HAYEHHS
BUMOT 710 MojieJti iHdopMalliiinoi 6esmneku mianpuemcrsa. [IpuHIUIN po3noity
YMHHUKIB Oe3IIeKN 3aIIPOIIOHOBAHI BUIIE. 3a3HAYNMO, 110 MOJIEJIb iHPOpPMAIiiHO]
Oe3leKn MOKJIMKaHa 3a0e31mednTi Oe3MepenIKoHe JOCATHEHHS i ITPUEMCTBOM
CBOIX iHTepeciB Ta MeTu. ToMy MOJieib HeBIJl EMHO TIOB’d3aHa 3 IHTepecaMu ITiji-
MIPUEMCTBA 1 MPSIMO 3JIEKUTH BiJl IXHBOTO PIBHS PO3BUTKY Ta PO3BUTKY BCHOIO
nignpuemcrsa [15, 82].

DyHKIIOHAJBHI BUMOTH JI0 OPraHi3aliiiHO-TIPaBOBUX HANPSMIB BU3HAYEHHS
muchyHKINN Mozesti indopMalliiiHol 6e3IeKn TiAIPUEMCTBA BU3SHAYAIOTh 3 100pe
BI/IOMUMU, BiJIIIPAIlbOBAHUMU 1 Y3TO/KeHUMU (DYHKITIOHATbHUMU BUMOTaMU /10
inTepeciB mignpuemcTBa. 11oTpiOHO MPaBUIBHO BU3HAUMTH BUUYEPITHUI IIEPETIiK
iHTepeciB 00’€KTa, METY IIMX iHTEPECiB Ta MUISXH ii OCSITHEHHs. BusHaueHHs iH-
TepeciB onucye 00’€KTUBHUIN Habip BUMOT 10 KOHIIENTYaJIbHOI MOJIesTi Oe3IeKn.
Mix cy6’ekTamu 3abe3meyeHHs iHOPMAaIiiiHOI 6e311eKy BCTaHOBJIIOIOTHCS IIEBHI
mpaBa Ta 000B’SI3KM, BUBHAYAETHCST PETTAMEHT BiJIHOCHH,

TakyM 4MHOM, CTPYKTypa OpraHi3aliifHO-IIpaBOBUX HAIPSIMIB 3a0e3IeueHHsT
iH(popMaIiiiHoi 6e31eKn MiAIPUEMCTB OXOILTIOE KOMIIOHEHTH 1 €JIEMEHTH rapaH-
Till JOCATHEHH iHTepeciB Ta 1isieil. [apaHTyBaHHS BiZoOpakaroTh B poOOUiil [0-
KyMeHTallll, aJIFOPUTMI eTalliB KUTTEBOTO UKy MiANPUEMCTBA, aHAI31, OIIHII
BPa3JIMBOCT1 MOJIEJIi TOIIO.

OTKe, BU3HAUEHHST MOKINBUX AUCHYHKINN Mozesi indopMalliiiHol 6e3mexn
HiAIIPUEMCTBA BUSBJISIIOTHCS OLIHKOIO JisIbHOCTI ¢1y>:k0u indopmariiitoi 6esre-
KU1 Ta aHAJI130M BpasJjimBocTel. Takuii aHali3 peasi3yioTh Ha PIBHI OKPEMOTO MeXa-
Hi3MYy 3aXMCTY, 10 Ja€ 3MOT'Y BU3HAYKMTH 3/aTHICTh BiJIIOBIHOI MOel Ge3leKn
MPOTUCTOATH 17IeHTU(IKOBAHNUM 3arpo3aM. 3aJe;KHO Bijl BCTAHOBJIEHOTO TTOTEHIIi-
aJly 3arpo3u BU3HAYAETHCA 1 cuja PYHKINIT 3aXUCTY Ta POTUIII.

OCHOBOIO /IJIsT BUBHAYEHHSI TIOTEHITATy 3arpo3u Ma€ OyTH aHaJIi3 ii MOKJIMBO-
cTeli, pecypciB i MOTUBIB. Tomy /10 3arajibHUX OPraHi3alliiiHO-1IPaBOBUX HAIIPSIMIB
BU3HAUEHHS Ta HelTpamisaliii aucyHKIin Moaes indopMaiiitnoi 6e3neKn Imij-
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MPUEMHUIITBA CJIIJ{ BiIHECTH BIIPOBAKEHHS ITEBHUX IIPOIEAYP, SIKi HEOOXiTHO
3aCTOCOBYBATH B TiM UM 1HIIIN CUTYallll BAHUKHEHH 3arpo3u. Pernamenrartis i
cy0’eKTiB JaHMX HPOIEAYP MOBUHHA BU3HAYATUCS B aMiHICTPaTHBHO-IIPABOBUX
JIOKYMEHTaxX IiIIPUEMCTBA.
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Jlucenxo C. O. Opzanizauitino-npasosi masaxu 6UsHa -
YeHHA OCHOBHUX OUCPYHKUIU KOHUenmyaavHoi modei
ingpopmauiiinoi 6esnexu nionpuemuuuymea. Ioenmugixa-
uist dorcepen 3azpos inpopmauitinoi besnexu nionpueMHuymed
NOKA3YE, WO MAaKi 3azpo3u Peanisyiomvpcs e cami no cooi,
a uepes oucymnxuii (nedonixu) na nionpuemcmei, wo npu-
36005mb 00 nopyuLents wiricnocmi mooeni inpopmauitinoi
besnexu xKoukpemnozo nionpuemcmea. Moxcausi oucymx-
uii modeni tHpopmayiiinoi 6esnexu nionpuemMcmea BU3HAUA-
10MbCA | KOHKPEeMU3Y0Mvcs nio 4ac npouedypu OuiHiosa-
Hs QisbHOCIE CAYHCOU THPOPMAUTHOT besneKu ma ananiy
spasausocmeil. laxuil anani3 peanisyroms Ha Pi8HI OKPEM0zo
MEXAHI3MY 3aXUCMY, WO 0aE 3M02Y BUSHAUUMU 30AMHICMYb
610n06ioH0i modeni 6Gesnexu npomucmosmu i0enmupixo-
BAHUM 3a2PO3aM. 3ANEHCHO 8i0 BCMAHOBACHOZ0 NOMEHUIANY
3a2po3u BUHAUAEMBCS | CUNA PYHKULL 3axucmy ma npo-
mudii. Ocnoo10 0Nl BUSHAUEHHS NOMEHUIANY 3a2ZPO3U MAE
bymu ananiz ii moxcausocmeil, pecypcie i momusie. Tomy 0o
3a2a4IVHUX OP2AHI3AUIUHO-NPABOBUX HANPAMIE BUHAUEHHS
ma nelumpanizauii oucynxuit moodeni ingpopmauiinoi 6es-
nexu nianpueMHuumea cio eidnecmu enpoeaaofceHHﬂ neGHUX
npoue&yp, AKI HeoOXI0H0 3acmocosyeamu 6 mitl uu inuitl cu-
myauii eunuxnenns 3azposu. Peznamenmauisn il cy6' exmis
oanux npoyedyp NOBUHHA BUSHAUAMUCS 8 AOMIHICIPaMug-
HO-NPABoBUX DOKYMEHMAX NiONPUEMcmaa.

Lysenko S. O. Organizational and legal ways of deter-
mining the main dysfunctions of the conceptual model of
information security of entrepreneurship. The identifica-
tion of the sources of threats to enterprise security informa-
tion shows that such threats are not realized on their own, but
through dysfunctions (disadvantages) in the enterprise, which
leads to a breach of the integrity of the information security
model of a particular enterprise. Possible dysfunctions of the
information security model of an enterprise are defined and
specified during the procedure for evaluating the activity of
the information security and vulnerability analysis. Such an
analysis is implemented at the level of a separate mechanism
of protection, which enables one to determine the ability of
the appropriate security model to withstand identified threats.
Depending on the potential threat, the strength of the protec-
tion and response functions is also determined. The basis for
determining the threat potential should be an analysis of its
capabilities, resources and motives. Therefore, the general or-
ganizational and legal directions of defining and neutralizing
dysfunctions of the model of information security of entrepre-
neurship should include the introduction of certain procedures
that need to be applied in one or another threat situation. Reg-
ulation of actions of subjects of these procedures should be de-
[fined in the administrative-legal documents of the enterprise.

Jvicenko C. A. Opzanuzauyuonno-npasosvie nymu
onpedenieHus 0CHOBHbIX OUCPYHKUUIL KOHUenmyavHoU
Modeau unopmauuonnoi 6Gezonachocmu npeonpunu-
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Mmamenvcmea. Hoenmupuxayus ucmounuxos yzpo3 ungop-
MAYUOHHOT HE30NACHOCMU NPEONPUHUMATNETILCMEA NOKA3bL-
gaem, umo maxue yeposvl PearUsyIomcs e camu no cebe, a
uepes oucynxuuu (Hedocmamxu) na npeonpusmuiL, nPUeo-
Ostugue K Hapywenuio UesloCmoCcmu MoOeiu un@OPMayuoH-
HOU 6e30nacHocmu KOHKpemnozo npeonpusimus. Boamoxcnoie
oucynryuu mooenu ungopmayuoniol besonachocmu npeo-
NPUSIUS. ONPEOeNIOMCS U KOHKPETMUSUPYIOMCS 60 8PEMSL
npouedypvL OUEHKU OeSMeIbHOCTU CAYHCObL UHDOPMAYUUOH -
HOU besonachocmu u anaiusa yszeumocmeil. laxoi anaius
Peanu3yiom na yposre OmMOeIbHOZ0 MEXAHUSMA 3AULUMDL,
no36onsiem onpedeiumy CnocoOHOCMb COOMBEMCMBYOWel
Mooenu  6e30nacHocmu.  nPOMUBOCMOAMy  UOCHMUDUUUPO-
BaHHLIM Yeposam. B sasucumocmu om ycmanosiennozo no-
MeHUUANA Y2PO3bL ONPEOCNIeMC U CUNA PYHKUUU 3AUUMDL U
npomueodeticmeusi. Ocrnosoil 015t onpedenenuss NOMeHyUaIa
Y2po3vlL JoJer Obimb aHAIU3 ee 803MOHCHOCMEL, Pecypcos
u momusos. Iloamomy K 00WUM OP2AHUIAUUOHHO-NPABOBHIM
HANPasIeHUsIM onpedeienHus U Heumpamu3ayuu OUCQyHK-
UULl MoOenu UHDOPMAUUOHHOT 6E30NACHOCTU NPeOnPUHU-
Mamenbcmea ciedyem Omuecmu 6HeopeHue OnpeoeeHHblx
npouedyp, Komopwle HeoOX00UMO NPUMEHAMD 8 MO U UHOTL
CUMyauu 603HUKHOBEHUSL Yzpo3vl. Peznamenmavus deticm-
suil cybveKmos Oanivix NPouedyp OOINCHA ONPeOesAMbCs 8
AOMUHUCTPATUBHO -NPABOBHIX OOKYMEHMAX NPEONPUSIMUSL.
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