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IIpobrema mixcnapoonoi 6esnexu eice HeoOHOPA3060 NOPYULYEANACH Oazamb-
ma kpainamu — unenamu OOH sk 00na 3 HAU8ANCIUSTUUX MA AKMYALOHUX Y
NPOUECi CYUAcH020 C8IM0B020 PO3GUMKY MA MINCHAPOOHOT CNIBNPAYL SIK Ha pezio-
HATLHOMY, MAK i 1A 2100a1bHOMY DIGHi.

Oco6mBOro 3HaueHHs HabyBa€e MMPoIeC Po3-
poOKH i (hopMyBaHHSI HAYKOBOTO 3a0e3IeUeHHSI
JUSJIBHOCTI TI0JI0 CTBOPEHHS IIJIICHOT 1 KOMII-
JIEKCHOI Mi’KHapO/IHOI IIporpaMu T106aIbHOI iH-
dhopmarriitioi Gesnexn. OCKIIBKU K KIOUOBUM
MeXaHi3MOM peaJiizallii Takoi mporpamMu € came
cUCTeMa MIKHAPOHOTO TIPaBa, TO MPiOPUTETHA
POJIb Y HAYKOBiil po3po0ili i 3arpoBaKeHHI Ha
MPaKTUIll TIporpaMu 3abe3nedeH st MisKHAPO/I-
HOI iH(OpMAIIITHOT 6e31TeKN HAJIEKUTH CaMe Ha-
yii MikHapoJHOTro mpaBa. IIpu 1mmpbomy BesbMu
BAKJIMBUM BUJIAETHCS HAJAHHS TEPIIOYEPTo-
BOi yBaru TUM 00’€KTUBHUM Hebe3meKaM, siki Ha
ChOTO/IHI TTOCTAJIN TIepe]l MiKHAPOJIHOIO CITLJTh-
HoTot10. ONIHIEIO 3 HUX € 3arpo3a iH(opmMarliiito-
ro TEPOPU3MY Ha Mi*KHAPOJIHOMY PiBHI, IPO 1110
B3K€ HEO/[HOPA30BO HAr0JIONTYBAJIOCH ITij] 4ac po-
6ot TenepanpHoi Acambiiei OOH.

[locmiskeHHs TPaBOBUX TapaHTiil MPOTU/Iil
MIKHAPOJTHOMY TEePOPU3MY 1 PO3BUTKY CHUCTe-
mu indopmariiiitoi 6esnexn y aisuibHocti OOH
3YMOBJIIOETHCS KIJIBKOMA BaKJIUBUMU ITPUYMHA-
mu. Ilo-nepire, riobamizamis ingopMariitHmx
3B’SI3KiB TepeTBOpWJIa 3arpo3y iHgopmariiiiio-
r0 TEPOPU3MY 3 PErioHATbHOI Ha TII00aIbHY, 110
Hece B coOi TOTEHIIHY 3arpo3y gectabimisariii
yciii cBiTOBi crijibHOTI. TakuM 4YMHOM, CTBO-
PEHHSI Ha/IiHOI CUCTEeMU rapaHTii TPOTU/Ii1 11bO-
My HeOEe3MeTHOMY SIBUIILY € OJIHUM 3 IIPIOPHUTET-
HUMX Ta HalaKTyaJbHIIKUX 3aB/laHb, 1110 MOCTAJIN
B X0/l MikHapojHoi cmiBmpari. [lo-gapyre, Ha-

SIBHICTb PO3PUBIB Yy PiBHI PO3BUTKY Pi3HUX Jlep-
KaB poOUTH IX OibIl a00 MEHIN 3aXHUIEHUME
Bijl Takoro pisHOBUIY HeGe3neKku, ik iHpopMa-
HiitHMiT TepopusM, 60poThOa 3 SKUM TOTpeby€
aKyMyJIIii 3HAYHUX 1H(MOPMAIIHNX, TeJIeKOo-
MYHIKaI[IiHUX, TeXHIYHUX Ta IHTEeJIeKTyaJIbHUX
pecypciB. Ile crnpuunHsie HepiBHICTH Y MPOTH-
CTOSTHHI TIOAIOHIN 3arposi, 1110, B CBOIO Yepry,
HaKJIaa€ 3000B’s13aHHs Ha PO3BUHEHI JIepKaBy
CIIPUSITH CTBOPEHHIO TJIOOAJIBHOI CHUCTEMU iH-
dopmarniiinoi Oesnexu, B AKill 61U KOXKHA aep-
’KaBa (He3aJeKHO BiJl PIBHSI CBOTO PO3BUTKY
Ha HaSgBHUX Y 11 PO3NOPS/IKEHHI PecypciB) 10-
yyBaJlach 3aXMUIIEHOI0 PIBHOIO MIpOIO 3 iHIIU-
mu. [To-TpeTe, uncaeHHi AUCKyCii, 0 BUHUKAJIN
MiX pidHnM# fepxaBamu — wienamun OOH miz
yac CHiibHUX 00roBopeHb 1pobieM iHGopMa-
IiitHOTO Tepopu3aMy Ta iHdopMariiitHoi 6esneku,
[IEPEKOHJINBO 3aCBIIYNJIN HASIBHICTD PI3HUX I10-
3UIIIH Ta PI3HUX METOMOJOTTYHUX ITi/[X0/TiB M0/I0
PO3B’d3aHHS 1IbOTO KOMILIeKCY nuTanb. Ile 3y-
MOBJIIOE aKTYaJIbHICTD TOIITYKY KOHCEHCYCY Ha-
camriepe/i Ha HayKOBiil OCHOBI, IO JIACTh MOKJTH -
BICTb 3HATH CYNIEPEYHOCTI MisK TUMU YU IHITUMU
KOHKPETHUMM JlepsKaBaMy i 3aIPOTIOHYBATH yHi-
BepcaqbHUN Tixia (10 /1acTh IMiICTaBU PO3PO-
OUTH KOMILJIEKCHY MiKHAPOJHY CHCTEMY 3aXO-
NIiB TIpOTH il iH(popMaIiiHOMy Tepopu3My), 3a-
CHOBAHWU Ha CHIJIbHUX IIIHHOCTIX MiKHAPOJIHOT
GesIeKH i pO3BUTKY, 110 MOJIJISIOTHCS BeiMa 6e3
BUHATKY fep:kaBamu — uieHamu OOH.
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OTxe, MTOCTIKYIOUN TTPABOBI TapaHTil MPo-
TUJII1 MIZKHAPOJIHOMY TEPOPU3MY B acIeKTi PO3-
BUTKY cucTeMu iH(poOpMaIiiiHol 6e3neku y [i-
sapHocTi OOH, MU Maemo BUPITIUTH Taki KOH-
KPETHi 3aB/IlaHH: a) BUSHAUYUTH ITPABOBUI 3MiCT
3arpo3u iHHOPMAITIITHOTO TEPOPU3MY i MeXaHi3-
MU TPOTH/IL 1iii HeGesmell Ha MiKHApOIHOMY
piBHi; 6) BCTAaHOBUTHU 3HAYE€HHS MTPOTH/IT iHbOP-
MalliifHOMy TepOpH3My B CHCTeMi TJI06aIbHOI
iHdopMariitHoi 6e3rekn; B) oxapaKkTepusyBaTH
MIPaBOBi MipH MPOTHU/IiT iHpOpMaIliiHOMY Tepo-
puU3MYy, 1110 TTPOIIOHYBAJIMCH TIEBHUMU JiepsKaBa-
mu — wiaenamu OOH (nacammepen Kuraem).

BaxximBum mpaBoBUM KPOKOM Y HAIIPAMIi BU-
3HAHHS 3arpo3y iHGOPMAIIITHOTO TEPOPU3MY
SIK TJI06ATBHOTO SIBUIIA CTAIN PE3YJIbTaTh MPO-
BezieHHs 56 cecii TernepanbHoi Acambiaei OOH,
Ko OyJIo TMpHUIHATO pesosmollio “/locsarHeH-
Ha y cdepi iHbDopmaTH3ailii i TeJIeKOMyHIKaIliif
B KOHTEKCTI MisKHapoaHoi Gesmekn” Ne 56/19,
y SKili 9ITKO 3a3HaY€HO, 110 TIOTUPEHHS 1 BUKO-
pucTaHHs iHGOPMAIiHHUX TEXHOJIOTII Ta 3aco-
6iB CTOCYETHCS 1HTEPECIB YCHOTO MisKHAPOIHO-
o CIiBTOBapHCTBa. YTiM, sIK OyJs10 3ahiKCOBaHO
y pesomonii OOH, 11i TexHosoTii Ta 3acobu mo-
TEHIIIHHO MOKYTb OYTH BUKOPHCTAaHI 3 METOIO
necrabimizanii MisKHApOAHOI Oe3leKu K y BO-
€HHIN, TaKk 1 B MUBLIBHIN cdepax, CIPUINHU-
T TIONIUPEHHI Ha MIKHAPOJHOMY PiBHI Tako-
ro gBulia, 9k iHdopMmariiiauii Tepopusm [1].
Boarouac 6ys10 HaroJIoIIeHo, 0 HaBiTh 3 OIJIst-
Iy Ha Te, M0 iH(GOPMaIliiiHi TeXHOJOTIl crpus-
I0Th BUJIBHOMY TIOTOKY iH(opMaltii, 1eMOKpaTu-
3allii CycCIHiJibCTBA Ta €KOHOMIYHOMY IIPOTpPecy,
He MOKHA He BU3HATH, 1110 iCHYIOTb IMOTEHIIi-
Hi 3arpo3u HEIPaBOMiPHOTO Ta HECAHKI[IOHOBA-
HOTO BUKOPUCTAHHS iH(MOPMAIIITHUX TEXHOJIO-
Tiil y pidHUX chepax KUTTEMISTBHOCTI IepP:KaB,
1[0 CTBOPIOE 3arpO3Y [IJIsi MisKHAPOTHOT GE311eKN.
OmiHio0YM 3MiCT MiKHAPOIHUX KOHIIETIIIIH TTPO
6esreky rnobasbHUX iH(MOPMALIMHUX TEXHO-
JIoTiiA, OyJI0 MiZIKpecIeHo, 110, He3BaKalun Ha
e(eKTUBHICTh MiKHAPOAHOTO CIiBPOOITHUIITBA
y cepi indopmariiitHoi 6e3mekn, KosKHa JepsKa-
Ba Ma€ IIPaBo 1 Hece BIAMOBIIAJIBHICTD 32 3aXUCT
BJIacHUX iH(MOpMaIliitHUX pecypciB Ta iHdopma-
MiMHUX cucteM. [cHyIOUl pU3UKKM MalOTh TpaH-
CKOPJIOHHUI XapakTep, i Oy/ib-sIKi IPEeBEHTUBHI
3aX0/IH, CIPSIMOBaHI Ha OOMEKEHHS IOTEeHIIiii-

HUX BTPAT BiJl 3JI04MNHHOTO YU TEPOPUCTUIHOTO
Haray, 30KpeMa, i JJist MisKHApOHOI Oe3neKu,
MMOBUHHI 3/1IIICHIOBATUCS 3 yPaXyBaHHSM 3aXMC-
Ty iHpOpMaIliifHO-TeJIEKOMYHIKaIliiTHUX pecyp-
ciB Ta cucreM. MaKTUYHO T O3HAYAIIO MiKHA-
poziHe Bu3HaHHS TOTO (hakTy, mo came OOH mae
Oy T OCHOBHUM (DOPYMOM 3 0OrOBOpPEHHS IIPO0O-
JieM MiKHapoaHoi iH(opMalliiiHoi Ge3mekn Ta
MPOTH/IIT MiKHAPOHOMY Tepopusmy [2].

[Tpu mpomy mix yac obrosopenuss B8 OOH
i€l pe30JIolii  BUKPUCTATI3yBaIuCh KiIbKa
Ba)KJINBUX TIO3WILIH, IKi OYJIM 3TOZI0M BpaxoBa-
Hi. Hacammepes OyJio BKazaHo, 1o MizKHapo/[Ha
CITLTBHOTA TTOBUHHA OMIIIIHO Bi/IMOBUTHCH BiJ
BUPOOHMIITBA iH(OPMaIiHHUX 030pOoEHb ab0
OCHAII[EHHs] HUMH CBOIX 30pPOIHUX CUJI y Hali-
OIMKYOMY Maiiby THLOMY MapajieibHO 3 pO3po0-
KOIO CUCTEMHU yHiBepPCaJbHUX KPUTEPIiB OIIHKT
npobemu iHdopMariiiioi Oesrexy, BUSHaYeH-
HSIM OCHOBHUX TIOHSATH y It cdepi, KOHKpe-
TU3AI[I€I0 MIKHAPOJHUX I[PABOBUX TapaHTii
npotuii iHdopMariitHoMy Tepopusmy i Kibep-
3JI04MHHOCTI. Pe3yabraToM 1[bOTO CTaJOo Te, 110
iHdopmariiiie 036poeHHs 0yJI0 BUSHAHO TAaKOTO
caMoIO 3arpo3010, sIK 1 30pOsi MACOBOTO ypasKeH-
st [Ipu 1ipomy GyJio 3a3HaveHo, 1Mo BCi 10CAT-
HeHHs y chepi HAYKU i TEXHIKM MOKYTh OyTH
BUKOPUCTAHI 3 MPOTUIIPABHOIO METOIO, a OTIKE,
1151 IpobJieMa € TI06ATbHOIO 1 /IS PO3BUHEHIX
y TEXHIYHOMY BiJIHOIIIEHHI KpaiH, i AJs1 KpaiH,
1o po3BuBaoThes. 1lle omHUM BakJIMBUM KPO-
KOM y CTBOPEHHI cucreM iHdopwMmariiitHoi Oes-
ek Ta TPOTHIl iH(opMaliiiHoMy Tepopus-
MYy CTaJIO BBEJICHHSI Y MiXKHAPO/IHO-TIPABOBUIL
00ir TaKOTO TOHSTTS sIK iH(GOPMaIiiHa KOJIOHi-
3artig. Haragaemo, 1110 B momnepeiHix J0KyMeH-
tax OOH 3acrocoByBauch Juiie Taki TepMiHH,
SIK: HECAaHKI[IOHOBaHe BTPYYaHHS, MPOHUKHEH-
Hs, CAHKI[IOHOBAaHE BTPYYAHHS, HECAHKIIOHO-
BaHe BUKOPUCTAHHS iH(MOpPMAIlii, MPOTUIIPaBHE
BUKOpHUCTaHHs iH(opMmartii, indopmariiiini pe-
cyper, ingopmariiina 36pos, iHdopMariitHa
BilfHa, iH(pOpMaIiiiHUII Tepopu3M, eJIeKTPOHHI
KibepsaounHu, KibepHeTHYHI 3JI0YMHIL, TeX-
HOJIOTIYHO Tiepe/ioBi Jiep:kaBu Toio. Ile HOBuUit
dbenomen iHdopmariiiiHoi  KoJoHizarii  6yso
OXapakTepr30BaHO AK “mil oxHiel gepxaBu abo
JIepKaB MPOTH iHIMUX 3 METOI0 BCTAHOBJIEHHS
MOHOITOJIii Ta KOHTPOJIIO B iH(opMaIliiiHiil cde-
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pi, momnepepKeHHs AOCTYIly /10 HOBITHIX TEXHO-
JIOriii aG0 BCTAHOBJIEHHSI TEXHOJIOITYHOI 3aJ1e5K-
HOCTI B iH(opMaliitHiil cdepi, aktu iHpopma-
IMINHOI eKCIaHCIl 1 BCTAHOBJIEHHS MOHOIIOJIT HAJL
HamionasbauMu  [KT, indpacTpykrypamu in-
101 /Iep;KaBu 3 METOI0 CTBOPEHHSI YMOB 3aJIesK-
HOCTi i KoHTpoJt0”. OHUM 3 pe3ybraTiB pobo-
TH TII€T cecil CTalo CTBOPEHHS CIelliabHOI TPy-
1 YPSIZIOBUX eKcIepTiB fep:kaB — uieHiB OOH
JUIsT BUBYEHHSI TPOOJIeMH MisKHApOAHOI iHbOop-
MariiHoi Oe3leKku, 30KpeMa, 3'siICyBaHHsS pe-
aJbHUX Ta TOTEHIIHHUX 3arpo3 y cdepi inpop-
MaIliifHOTO TEPOPU3MY 1 CIIJIBHUX 3aXO/IiB 3 1X
notiepe/I>KeHHs, BU3HAYEHHST 3aXO/liB, CIIPSIMO-
BaHWX Ha 3MIiIlHEHHsT Ge3MeKu r00aJIbHUX Me-
pex i cucrem.

YT1iMm, crij BkasaTu Ha Te, MO y TOMY K
2001 p. 6yJ10 yXBaJIEHO I OJIHY PE3OJIFOLIIIO ITijT
Ha3BoW “BopoThda 3i 37IOUNHHIM BUKOPUCTAH-
HAM iH(QOPMAIIHIX TEXHOJIOTIN”, y sKiit 6yJ10
3alpPOIIOHOBAHO Pi3Hi 3axoxu OOpPoTHOM 3 iH-
(opmatliiinum Tepopu3MoM y 3B’SI3KY 3 BUKO-
PUCTAHHSM TEPOPUCTUYHUMM Ta 3J0YUHHUMU
YIPYHOBAaHHSIMU BUCOKUX TEXHOJIOTiH, 30KpeMa,
B/IOCKOHAJIEHHS HAI[IOHAJIbBHUX 3aKOHO/IABCTB
y cdepi 60poTbOM 3 KiOEpP3JOUMHHICTIO; CITiB-
POOITHHUIITBO TIPaBOOXOPOHHUX OPraHiB y pasi
TPAHCKOP/IOHHOTO 3JI0YMHHOTO BUKOPUCTAHHS
iH(OopMaIliiTHO-TeJIEKOMYHIKAIlITHUX ~ CUCTEM;
oOMmiH iHpopMaliico moxo mpodiaeM 6O0POTHOM
31 3JIOYMHHUM BUKOPHUCTAaHHAM iH(pOpMaIliiiHo-
TeJIEKOMYHIKAI[IHHUX cUCTeM; ITPAaBOBUI 3aXUCT
KOH(DIIEHIIITHOCTI, 1IJTICHOCTI 1 IOCTYITHOCTI J1a-
HUX; 3aXUCT KOMIT IOTEPHUX CUCTEM BiJl HECAHK-
IIIOHOBAHOTO BTPYYAHHS; MIOKapaHHs 32 Helpa-
BOMipHE 3JIOBKUBAHHS 1HMOPMAILEI; PEKUM
B3a€EMO/IOIIOMOTH Y PO3CJIilyBaHHl 3JI0YUHIB,
M0 TOB’s3aHi 3 iH(GOPMAIITHIM TEePOPU3MOM;
iH(hopMyBaHHSA I'POMAJ/ICBKOCTI TIIO/I0 TOTIePe]i-
JKeHHs iHgopMalliiitHnX 3/104nHiB [3]. Yike B Ha-
CTYITHOMY POIIi, TOCUJIAI0YNCh HA TIOTIePe/IHi pe-
30J1101111 3 TUTAaHb POJIi HAYKU 1 TEXHIKW B KOH-
TEKCTI MiKHapOAHOI Oe3IeKH, IIiIKPECIOI0YN
BHAYHUI MPOrpec y po3poOIli Ta BIPOBAKEH-
Hi BUCOKHMX TexHOJIOTiii, 57 cecist TenepaibHoi
Acamb6siei OOH migTBepauia BaxKIMBICTh IPO-
6sieMu MiZKHApOIHOI iH(opMaIliiiHOi Oe3rekn it
yxBanmiaa Pesosorio Ne 57/53 1ipo HeobOxi-
HiCTh OOrOBOPEHHS iCHYIOUMX Ta TOTEHIIHHIX

3arpo3 y cdepi indopmariiitnoi 6e3nexu, Mox-
JIMBI 3aX0/IN 3 1X TIOTIEPEIKEHHS, & TAKOK JTOCJTi-
JUKEHHS MIKHAPOITHUX KOHIIEIII Ha piBHI yps-
JIOBUX eKcIepTiB 3 1iei npobsemu. Takox 6yJ10
BU3HAUEHO 3MICT OpraHi3amifHO-TIPaKTUIHNX
3aXO0/iB 100 PO3POOKU MPOEKTY MiKHAPOIHOI
KOHBeHIIii 3 iHdopMmariiitHol 6e3meku, sIKi cTO-
CYIOTbCSI Y3TOJ/DKEHHS MOJITUYHOTO acCIeKTy Y
cdepi MisKHApoAHOI iHMOpPMaIiitHol Ge3neku,
BU3HAYEHHSI YNHHUKIB, 1110 BIVIMBAIOTh HA CTaH
MiKHapoaHOI iH(bopMariiiiHoi Ge3rnekn 3 ypa-
XYBaHHSIM 3arpO3 BOEHHOTO, IIUBLJIBHOTO, TEPO-
PUCTUYHOTO Ta 3JI0YMHHOTO XapaKTepy, BUOK-
peMJIeHHS Y3TOJ/KEHUX 3aXO/liB 3 Tolepe/yKeH-
HS BUKOPHUCTAHHS iH(MOPMAIITHUX TEXHOJIOTIi
Y TEPOPUCTUYHUX I[JIsIX, 0OMEKEHHSI BUKOPHC-
TaHHs 1HGOPMAIIITHIX 030POEHB, KOOPIUHAIII]
Jlii TPaBOOXOPOHHUX OPraHiB 3 TOTEPe/KEeHHS
iHdopMariitHoi arpecii, anajis mpobiemMu Koop-
JIMHAIT HAI[lOHAJIBHUX 3aKOHO/ABCTB 3 TIPo0JIe-
MU iHGOPMAITITHOIL iSIBHOCTI, OIIHKA MOKJTH-
BOCTEll TOTIOMOTH KpaiHaM — sKepTBaM iH(pOP-
MalliftHO1 arpecii.

[Ipu 1boMy HaliBaKJIWBINIMM aCIEKTOM iH-
dopmartiitioi 6esnexn OyJ10 BU3HAHO GOPOTHOY
i3 KiGep3I0YMHHICTIO Ta 1HGOPMAIIITHIM Tepo-
pu3MoM, 3abe3ledeHHsT 3axXUCTy iH(OpMaIriii-
HOI iH(ppacTPYKTypH, 0COOJUBO ii KPUTHUYHO
BRKJIMBUX CETMEHTIB, a TAKOK CTBOPEHHS TJIO-
GanpHOI  KysbrypH  Kibepbesmneku. Bpaxosy-
1oun, 1o npobsemMu iHGOpPMAIiiHOI Oe3meKu
TICHO TIOB’sI3aHi 3 cy4yacHUMH (opMaM# Tepo-
pusmy, lernepanbha Acambiiess OOH y po3BuTox
pesodontiii mpo “/locaraenns IKT y konTek-
CTi MIKHApPOAHOI Oe3lekn” TaKOK yXBasIiia
pesounoriiio Ne 57/239 “Cropents ri1006anbHOi
KyJbTypu KibepOesnekn”, 10 mnpeaMOyin sKoi
YBIMIIIM TIOCUJIAaHHS Ha TIOTIepe/lHI Pe30JIollii
3 MiKHapomHOI iH(opmalliiiHoi Ge3meku i 60-
poTHOU 3i 3JIOYMHHUM BHKOPUCTAHHSAM 1H(MOP-
MaIliiftHO-TeJIeKOMYHIKaIIHUX ~ cucteM [4].
TakuM YMHOM, B OCHOBY KOHIIEIIii ri1o6aibHoi
KyJIBTYpu Kibepbesekn 6yJ10 MOKIaAeHO YCBi-
JOMJICHHSI KOMILJIEKCHOI B3a€EMO3aJIeKHOCTI, AKa
iCHy€ B Cy9acHOMY CBiTi iH(MOpMaIiitHUX 3aco-
6iB 1 TEXHOJIOTIN, MHOKMHHOCTI aKTOPIiB, 110 [i-
0Th y Tl cepi, i PO3yMiHHSI HEMOKIUBOC-
Ti 3abe3neyents KibepOesnekn Ha JaHOMY eTa-
I JIWIIIe 32 PaXyHOK TPUUHSATTS JIePsKaBOIO CYTO
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TEXHOJIOTTYHUX ab0 MPaBOOXOPOHHUX 3aXO/IiB.
Mybrcy6 €KTHICTD, INpUTaMaHHa iH(pOpMa-
IIITHUM [TPoIlecaM, O3HAYAE, 110 B TIT00ATLHOMY
iH(OpMaITiiTHOMY CYCITIJIbCTBI BTaCHUKaMU i KO-
puctyBadyaMu iHQOPMAIiTHUX PecypciB, Y TOMY
YUCJ KPUTUYHUX, CTAIOTh He JIMIIe OPTaHu Jiep-
JKaBHOI BJIQJIM 1 JlepsKaBHI iIHCTUTYTH, a 1 TIpU-
BaTHI IIJIIIPUEMCTBA, OpPraHisallii, OKpeMi Kopuc-
TyBadi, sIKi TaKOK Po3poOJIiOTh iH(GOpMAaIiiiHi
CHCTEMH i Mepexi, KepyroTh HuMu abo 00CIyro-
BYIOTB iX. PoJib OcTaHHIX y cripaBi 3a0e3redeH-
Hs1 KibGepOesIeKky 3HauHO 3pOCTaE, 3BiCH 1 He0O-
XiIHICTb BXKUTTS MPEBEHTUBHUX 3aXO/iB MIOJ0
3MiI[HEHHsT GE3MEKN Y CBOEMY CErMEHTI Kibep-
npocTopy. Y pesosmortii “CTBopeHHsI TTI06a1bHOT
KyJIBTypu KibepOesnexu” 6e31ocepesHbo Miio-
¢4 PO Te, 110 Kibepbesieka 3a1eKUTh He Tijb-
KU BiJT [ Iep>KaBHUX YU IPABOOXOPOHHUX OP-
raHiB, a I MPEBEHTUBHUX 3aXO/iB U MiJITPUMKU
YCbOT'O CBITOBOT'O CITIBTOBAPUCTBA.

Takox y 2003 p. OOH 6yJo yxBajeHo pe-
3oJtiortito Ne 567 /27 “3axoau 3 mikBigaitii Mix-
HapOIHOTO TepopuaMy”, Yy sKiil MiJKpecJoBa-
JIACh BasKJIMBICTh POBIJISIAY TIPOOJEMU B PaM-
kax OOH, 3acymKyBanuch mposBU TEPOPUIMY
Ta IX 3ryOHI HACIJKU JUIST CYCITJIBCTB Y PI3HUX
KpaiHax CBITY, HiZKPeCII0BaIOCh, 10 60poThha
JIepsKaB 3 TEPOPU3MOM MAE 3/[IMCHIOBATUCS 3Ti/1-
Ho 3i Cratryrom OOH, HOpMaMu MizKHapOIHOTO
1pasa i BiJINMOBIIHUMU Mi>KHAPOJHUMU KOHBEH-
I[iSIMH, TIPOIOHYBAJIOCh TEPMIHOBO PO3POOUTH
MPOEKT MIiKHAPOJHOI KOHBEHIll 3 JiKBijallil
TEPOPU3MYy 1 CTBep/KyBajiach IPOBIJHA POJIb
OOH Taii cieriayii3soBaHUX YCTAHOB Y ITOTIIEPE/I-
JKEHHI TEPOPUCTUYHUX 3arPO3 Pi3HOTO XapaKTe-
Py, 30KpeMa, ycix (opm indopmaiiiiinoro Tepo-
pusmy (Mezia, Kibep, ICUXOTEPOPHU3MY, JIHKY,
viminry, pimunry romo) [5]. Hactymwi 58 ta 59
cecii Tenepasmbroi Acam6siei OOH 3akskasu
JepKaBU-YJIEHU CIIPUSTH PO3POOITi MisKHAPOJI-
HUX JJOKYMEHTIB y chepi MiKHaPOAHOI Ge3eKn 3
METOI0 BKJIIOYEHHS IIUX HOPM /IO HalliOHAThHUX
3aKOHO/IAaBCTB 1 PEryJIIOBaHHS MIXKHAPOIHUX
BiHOCHMH B iHdopMariiitniii cdepi. B obroso-
peHHi OyJI0 TiIKPeCTIeHO, 10 HAYKOBI Ta TEXHO-
JIOTIYHI PO3pOOKU TOTPEOYIOTh MisKHAPOIHOTO
KOHTPOJIIO 32 iX TONIMPEHHSIM, OCKIJIbBKU MO-
KyTh OyTH 3aCTOCOBaHI SIK B MUPHUX, TaK i BO-
€HHUX IIJIIX, BOJHOYAC MATPUMYIOUU BiJTbHUIA

PO3BUTOK HAYKW Ta BUIBHUN OOMiIH HAayKOBOIO
indopmartieio. CTBepKyBanoCs, Mo mpodIeM-
HUM € 3a0e31eUeHHsI BIJIBHOTO JJOCTYIy JI0 HO-
BITHIX TexHOJIOTiHl B iHpopwMmariiiHiii cdepi B
yMoBax HeoOXizHocTi iH(opMaliiiHoi 6esnexu
Ta 3arobiraHHst TEPOPU3MY, OCKIJIBKU caMe BO-
€HHWI acIleKT BUKOPUCTAHHS iHMOpMAIiiiHO-
TeJeKOMYHIKaI[iIHHUX TEeXHOJIOTi BUCTYTAE
[EPITOYEPrOBUM 1 HAiO1IbIII BATOMUM 32 TIOTEH-
MIMHUMA HACJiIKaMUA 3aCcTOCYBaHHS iH(pOpMa-
IIITHUX 030POEHB.

Opnak 60 cecig Tenepanbnoi Acambirei
OOH, nonpu poro3uilii TPy ypsiloBUX eKC-
MEePTiB YXBAJUTHU MTPOEKT MiKHAPOHOI KOHBEH-
1ii 3 iHdopmariiiinoi 6e3rekn, yxXBaauia JIIe
pesoumioriio Ne 60/45 “/locsirnenns y cdepi iH-
opmarmsarii i TerekoMyHiKaIliili y KOHTEKCTi
MiKHApoAHOI Ge3reku”, ge OyJI0 IIKPeCcIeHO
HEOOXIHICTh TPOJOBKEHHS 0(araToCTOPOHHIX
KOHCYJIbTAIlil 10/I0 ICHYIOUMUX Ta TOTEHIiab-
HUX iH(GOPMAIITHUX 3arpo3 Ta CTBOPEHHS MisK-
HAPOJHMX KOHIIEIIH 111010 Oe3neKn riobaib-
HUX iH(OpMaIiHUX Ta TeJeKOMYHIiKalliitHuX
cucteM. [IpobieMa HeyXBaJieHHsI TOKyMEHTa 3
MisKHapOAHOI iH(hopMartiitHoi Oesrekn Ha 60-it
cecii OyJia moB’si3aHa 3 HEY3TOJKEHICTIO IOJIi-
TUYHUX TIO3UIIN TPyNu YyPsi/IOBUX EKCIIEePTiB
(1o mei yBiiinuy mpegcTaBHUKE 15 1epkas, 30-
kpema, P@, Kuraio, CIITA, @pantiii, Beankoi
Bpuranii, Mopaanii, Binopycii, Masi, Maaii-
3ii, Mekcukn, Kopei, [IAP) 3 Takux nutanb, sK:
MPaKTUYHI 3aX0/U 3 TIOTEPEIKEHHST PO3POOKH,
BUPOOHUIITBA, BAKOPUCTAHHS Ta MOMNPEHHS 1H-
dhopmarliitHux 036pO€EHb B paMKax IJI00aIbHOTO
PEKUMY MizKHApPOIHOI iH(opMaIliiiHOi Ge3meKn.
3arajibHi mapaMeTpu I[bOTO PEKUMY OXOILIIO-
I0Th BiZIMOBY BiJl pO3pOOKH, CTBOPEHHS 1 BUKO-
puctanHs iHGOPMAIIHHIX 030POEHD; CIPSIMO-
BAHOTO HaNa/y 3a J0TMOMOTrolo iHhOopMaIliitHuX
030pOEHb Ha iHINI [ep:KaBU; HECAHKI[IOHOBA-
HOTO BTPy4YaHHs B iH(MOPMaIliifHi Ta KPUTUIHO
BaKJINBI CUCTEMU Ta HEMTPABOMIPHOTO X BUKO-
PUCTaHHS, MOHOIIOJIT B MiKHapoJHOMY iH(DOP-
MalliifHOMY MPOCTOPIi; MPOTUIT OCTYIy /10 HO-
BiTHIX iH(pOPMAIITHNX TEXHOJOTIH, CTBOPEHHS
TEeXHOJIOTIUHOI 3aJ1e;KHOCTI y cepi indopmartii i
TeJIeKOMYHIKallii Bi/l IHIIIUX JIePKaB, 3a0X0UYEH-
HS TEPOPUCTUYHUX, €KCTPEMICTChKUX Ta 3JI0-
YUHHUX YTPYIOBaHb /10 BUKOPUCTAHHS iH(DOP-
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MaliiHUX 030POEHb, PO3POOKH ILJIAHIB Ta JOK-
TPUH Be/leHHS iH(OPMAIiiHNX BOEH, iHDOP-
MalliiiHol excraHcii (MaHiIyJI0BaHHS, BUKPUB-
JIEHHSI, TTOPYIIEHHsT OCHOBHUX MpaB i CBOOGOI,
BCTAHOBJIEHHS KOHTPOJIO HaJ iHMOpMAaIiitHO-
KOMYHIKaIliIHHUMH CTPyKTypamu) Toino. Bog-
HOYAC 10 MIZKHAPOIHOTO JIOTOBOPY Tepenadada-
JIOCST BBECTH TTOJIOKEHHSI ITPO O3HAKM 1 K1acui-
Kailifo iHGopMaliiiHux 030poeHb Ta JOTHYHUX
3aco0iB; 3axoau 3 0OMesKeHHsT 00iry iHdopma-
LilTHUX 030pO€Hb (PO3POOKHU, BUPOOHUIITBO, 3a-
CTOCYBaHH#); 3aX0/I1 3 MOIEPe/PKeHHS 3arpo3u
iHopmaIiiiHux BOEH, BU3HAHHS iH(OpMaIliii-
HUX 030pPOEHD 30POEI0 MacOBOTO ypasKeHHS,
3abesrnedyeHHst cBOOON MisKHAPOIHUX iH(DOpMa-
MIMHUX TIOTOKIB, TMOMNEpPe/PKEHHSI BUKOPHUCTAH-
He1 iH(DOpPMAIiiTHUX 030POEHD TEPOPUCTIHUHIMIM
YIPYIMOBAaHHSIMU, MEXaHi3M KOHTPOJIIO, MOHITO-
PUHTY, CTIOCTEPEKEHHS Ta BUPINEHHSI KOHMJIIK-
THUX CUTYyallill, KOOp/IUHAIlisl IPABOOXOPOHHUX
Nt fiepskaB, TApMOHI3AIlii0 MizKHApOJHOTO Tpa-
Ba Ta HaIllOHAJIBHUX 3aKOHO/IABCTB 3 MIsKHAPO/I-
HOI iH(dopMariiitHoi 6e3mekn [6].

ITix wac mpoBenenns 61 cecii Ienepanbroi
Acam6iiei OOH cepes; 3ax0/iB 11 3MIiITHEHHS
indopmariiitnoi Gesmekn i mporuaii indopma-
[IITHOMY Tepopu3My B TJI00aJbHOMY MacIlTa-
6i Oysi0 3ampPONOHOBAHO HAI[IOHAJBLHUM yPsi-
JlaM, eKCTiepTaM aHAJIITUYHUX TIEHTPIB, CUJIOBUM
ctpykrypam OOH 3xiificHUTH KOMTIETEeHTHUIA
aHastiz mpobsieM y cdepi iHpopmariiiiHoi Gesre-
KW Ha MIXKHApOJHOMY PiBHI, BUSHAUUTU OCHO-
BHI KpuTepii o0 6e3nexu iHbopmartii i Tese-
KOMYHiKaIliii ab0 He3aKOHHOTO BUKOPUCTAHHSI
IIUX CHCTEM 3a JIOIOMOTOI0 [HTepHeT, po3pobu-
TH MIKHApOJAHI npuHImnu Gesnexku indopma-
HIMHUX Ta TEeJEKOMYHIKaI[IiHUX CUCTEM CBITY B
KOHTEKCTI 60POTHOM 3 TEPOPU3MOM Ta TOPTiBII
KoHiIeHITIiTHOI0 iH(hOpMaIli€o, BPaXOBYIOYH,
1[0 TaKi TeXHOJIOIi MOKYTh OyTH BUKOPHUCTAHI
1 necrabimizanii Oe3rexy aepskas, YIpoBau-
TH y BiiiCbKOBIll Ta 060pOHHIN cdepi Tesekomy-
HIKAIllifHl CMCTEeMU Ha OCHOBI HOBITHIX JOCAT-
HEHb TeXHOJIOTiT iH(GOpMaIiiiHOT Oe3IeK.

[Ipr 1boMy BapTo NPUBEPHYTH OCOOJUBY
yBary jo nosutiii Kurato (KHP) B o6ropopenti
I[bOTO TTUTAHHS, IKUH 3aIPONIOHYBAB 3aKPITUTH
Ha oiIliiHOMY PiBHI HOPMY, [0 BAKOPUCTAHHS
iHpopMaIIiHUX TEXHOJIOTI Ma€ Bi/NOBiATH

M craryty OOH ta ocHOBHUM NpUHIUIIAM
MIKHAPOJHUX BIJTHOCHUH, CEPEJ] SIKUX €. rapaH-
TyBaHHsI OE31EPEIIKO[HOTO MOTOKY iHdopMalrii
3 BpaxyBaHHSIM HaIliOHAJTBHOTO CYBEpEHITeTY
i Ge3reku Ta TOBAru 0 iCTOPUYHUX, KYJIBTYP-
HUX 1 TOJIITUYHUX TPAJIUITN PISHUX KPaiH; TpaBa
KO’KHOI KpPalHM Ha BUKOPUCTAHHS BJIACHOTO Ki-
6epIpoCTOpy Ha OCHOBI HAIlOHAJBHOTO 3aKO-
HOJ/IaBCTBA; aKTUBi3allisl Mi>KHAPOJIHOTO CITiBPO-
GitHuITBA ¥ cdepi iHbopMarii st o0 IaHHS
acuMeTpii iH(opMaIliiiHOTO PO3BUTKY KpaiH Ta
BUKOPUCTAHHSI TiepeBar HOBITHIX TEXHOJIOTI
JUIS eKOHOMIYHOro 3pocTtanHs. Takoxk Kurait
miATpUMaB ijielo cTBopeHHs mij erigoio OOH
IpyIu YpsJ0BUX €KCIePTiB JIJIs1 TPOBE/IeHHS /10-
CJTIIZKEHb II0/10 3arpo3 i pobJieM y cdepi indop-
MaIfiiiHoi Oe3leKn Ta BUPOOJIEHHS BiAOBiAHOT
MIKHAPOJTHOT TIOJIITUKU PEryJIIOBaHHS, HAroJio-
IIYIOYH, 1[0 MisKHAPOAHE CIIiBPOOITHUIITBO € He-
00XiIHOI0 YMOBOTO, OCKIJIbKY KiOEpP3JIOYMHHICT
He BHM3HAE KOPIOHIB, i OOPOTHCS 3 HEIO Tpau-
iitHIMI MeToaMu HeMOKJIMBO [7]. Ocobu-
BUi Harosioc y mosuilii Kurtaro 6ysi0 3pobiieHo
o0 Gesneku iHdopMarltiitHoi iHdpacTpyKTy-
P 3 OTJISITY Ha Te, 1110 pobJieMa iHhopMartiitHol
6e31eKn BKJIIOYAE HE TIJIbKU PU3UKH, TTOB’sI3aHi
3 YPA3JIUBICTIO 1 B3AEMO3AJIEIKHICTIO MEPEXK, a i
Pi3HI TOJIITUYHI, €EKOHOMIYHI, BIMCHKOBI, COIIi-
aJIbHI, KyJIBTYPHI Ta 6araTo iHIIKUX IPobJIeM, 1o
3yYMOBJIIOIOTHCS 37I0BKUBAHHAM iH(MOPMaIliitHU-
mu texHosorismu. Daktuano nosuilis Kuraro
nossitana B Tomy, mo came OOH € mpoBiganM
MIKHapOZHUM (GOPYMOM JIJIsT BUBUEHHS IIJISIXIB
BUpilIeHHsT Tpobsemu iHGoOpMaIliiiHoi Gesre-
KM B Cy4YaCHOMY CBiTi, OCKIJIbKH B MeKax opra-
Hizarii BigOyucs auckycii moao moranbJaeHo-
ro i BceGIYHOro JOC/IiZKEeHHS 3arpo3 i mpobJiem
y cdepi indopmariiitHoi 6e3rekn B ycix ii acrex-
Tax 1 ouyKy edbeKTUBHUX pillleHb. bisbiie Toro,
nporgarom 2007—-2011 pp. ypsan Kurato posiim-
PUB CBOI iHBecTHIIii B iHdopMarlliitHy cdepy i pe-
ajizyBaB mporpamu ¢hopMyBaHHS iHMOpMAIIiii-
HOT'O CYCIIJIbCTBA Ta iH(GopMaLiiHOI He3IeKn.
Orke, mMAOMBAIOUM 3araJbHUN IiACYMOK
IIPOBE/IEHOMY JIOCJI/IPKEHHIO, MOKHa cdopmy-
JiroBatu Taki BUcHOBKMU. [lo-miepiie, oqHUM 3 TO-
JIOBHUX 3aB/laHb Y YaCTUHI NPOTU/IIT MizKHAPO/I-
HOMY iH(opMaIliliTHOMY Tepopu3My B KOHTEKCTI
(opMmyBaHHS 3arajibHOI CUCTEMU MiKHAPOIHOI
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Oesnekn € Koaudikallisg NUTaHb, OB A3aHUX
i3 3abe3neyeHHsIM MiKHApPOIHOI iH(bOpMaIliii-
HOI Ge3IeKH, 1 IPOrpecuBHUN PO3BUTOK BiJIIO-
BiIHUX HOPM Mi’KHApPOIHOTO IpaBa, BUPOOJIEH-
HS 1 TPUWHATTS TTPOEKTY 3arajibHOTO ITPABOBOTO
JIOKyMEHTa MIOJI0 MisKHAPOAHOI iH(MOpMaIliitHO1
6esnekn. Ilo-gpyre, MPUHIMIIOBOIO TTO3UIEO
Kurato mozmo mpobmemu npotusii indopmartiii-
HOMY TE€POPU3MY, BUCJOBJIEHOIO TTi/l Yac IIpoBe-
nennst cecitit OOH, 6yB Harosioc Ha HeoOXiHOCTI
PO3POOKU TIPOEKTIB HaraTOCTOPOHHIX JOrOBOPIB
i KOHBEHIIii 1TPo 3armobiraHHsT HEIPaBOMiPHOTO
BUKOPUCTAaHHS iH(POPMaIIHHO-KOMYHIKaI[i HHUX
TEXHOJIOTIN IPOTH r100aIbHOI 1 HalliOHAJIBHOIL
indopmariiinoi iHGpacTpykTypr Ta 1mpo 60-
porb0y 3 iHdopMaliiiHUM TepopusMoM. Taka
MO3UIIisT BUJIAETHCS CJIYITHOIO, 3 OTJISILY Ha Te,
1110 Hapasi mpobiremu iHhoOpMaIiiHOrO TEPOPH3-
MYy MalOTh BUPIIIyBaTHCh HE CTLIbKU Ha PeTio-
HAJIbHOMY, CKiJIbKM Ha rJI00aJbHOMY PiBHi, IO
3yMOBJIEHO caMOIO0 CITelniKoIo 3arpo3u MiskHa-
POIHOTO iHMOPMAITIITHOTO TEPOPUIMY.
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Busnaueno ocrosni npasosi zapanmii ma nanpsamu npomuoii Mincnapoonomy
iHopmayiiinomy mepopusmy 6 Koumexcmi po3pooKu epexmuenoi mMiicnapoonoi
npasoeoi norimuxu sabesneuenns inpopmayitnoi besnexu. Ysazarvneno mame-
pian uodo diswwrocmi OOH y yiii cghepi y XXI cm., cxapaxmepusosamno amicm ma
snauenns pesomouiit OOH 3 2apanmysanns ingopmayiinoi 6esnexu.

Onpedenenvl 0CHOBHLIE NPABOEHIE 2APAHMUL U HANPAGLEHUS NPOMUBOOLTi-
cmeus MexcOyHapoOHOMy UHDOPMAUUOHHOMY MEPPOPUIMY 6 KOHMEKCme pas3-
pabomxu 3ppexmuenoll menxcoynapooHoi npasosoll NOIUMUKU 0becneuenus
ungopmayuonnoi 6esonacnocmu. Obobuen mamepuan o desmenvrocmu OOH ¢
amoii cihepe 6 XXI cm., oxapaxmepusosaivt co0epiucarie u 3nauenie pesoiouui
OOH no obecneueniio un@opmayuonioi 6e30nacHocmi.

The main areas of legal guarantees and countering to the international
information terrorism in the context of developing an effective international
legal information security policy are identified. The materials on UN activities
in this area in the XXI century, describes the content and significance of the UN
resolutions on information security are generalized.
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